
 

 

GM ICS Data Sharing Arrangements: Post Consultation Response 

Short, Summary Responses 

1. Why do we share data?  

Data sharing underpins the delivery of direct care and enables more effective and efficient 

coordination across health and care services. This facilitates integration of care across 

different localities and care settings, improved patient outcomes and enables wider system 

analytics and research, including for service planning, precise cohort identification and 

intervention via innovation.  

2. What are the GM ICS Digital & Data Assets?  

The GM Care Record (GMCR) surfaces data from GP, secondary care (acute, MH, 

community and specialist – cancer) and social care for direct care purposes, including 

integrated care planning. Data is identifiable and only accessed by frontline individuals in 

provider organisations (GP, Community Pharmacy, Trusts, LAs).  

The GM Analytics and Data Science Platform is available to ICS (NHS & Local 

Government) partners, and includes a Secure Data Environment (a secure space with virtual 

walls for remote access to ensure that permitted users can only access defined datasets and 

tools for which they are approved) and the Tableau data visualisation tool to develop 

dashboards and reports (eg via Tableau) for access by ICS (NHS) staff. Data is 

pseudonymised (twice, for extra security) in the Platform. Only aggregate data leaves the 

Platform, unless for direct care purposes – no patient level data leaves the Platform unless 

it’s for an approved Direct Care purpose at the request of a provider organisation.  

(Refer to Appendix A of the technical responses document for more information) 

3. What are the legal justifications for data sharing? 

The legal basis for sharing data within the GMCR is the provision of direct care, which is 

shared by implied consent under common law.    

In order to enable the GM Integrated Care Board (GM ICB) to create a de-identified data set 

for end users to use the data within a secure data environment (SDE) for secondary uses 

and research the Secretary of State for Health and Social Care and the Health Research 

Authority have both given support under Section 251 of the National Health Service Act 2006 

and its current Regulations, the Health Service (Control of Patient Information) Regulations 

2002.  

(Refer to Appendix C of the Technical response document for more information) 

4. Where does liability sit for data sharing?  

 

Data controllers are accountable for decisions made to share data with other organisations 

and remain liable for data breaches within their own IT systems, organisation but under this 

Joint Controller Agreement (JCA), the Lead Controller is accountable and responsible for 

breaches or security incidents within the GM Care Record. Even where the breach or 

incident related to the GM Care Record causes a cost to be incurred due to the negligence 



 

 

fault of a participant, via appropriate governance, the Lead Controller will ensure that the any 

costs to the Participant are proportionate and appropriate for the size of the organisation.  

The GM Integrated Care Board (GM ICB) is the Lead Controller and is taking particular 

accountabilities and responsibilities on behalf of data controllers – this includes sole liability 

and accountability for the security and use of the data when transferred to the Analytics 

Platform. 

5. What’s the role of the DPO? 

Data Protection Officers (DPOs) provide expert advice on whether data sharing processes 

meet legal and ethical standards, on risk management, and on other technical data 

protection queries. DPOs advise data controllers – they are consulted about, rather than 

responsible for, decision making. Provision of DPOs varies depending on localities and 

models are being reviewed to ensure independent advice is available for all matters.  

 

6. What are the controls for ensuring safe data sharing? 

Safety in data sharing is maintained through roles-based access controls, robust and 

representative governance structures, and security measures such as multi factor 

authentication.  

GM Care Record -  

Roles-based access controls ensure secure, appropriate, and auditable access for direct 

care. Provider organisations can apply for access through a structured onboarding process, 

with approval requiring clinical justification, compliance with NHS standards and 

endorsement by governance fora, which have data controller representative members.  

Analytics Platform -  

Access to data in the ADSP is governed by the GM Data Access Committee (GM DAC), 

which bases decisions on recommendations from three specialist groups: technical experts, 

primary care data controllers, and public representatives. Every application for data access, 

outside of NHS GM use of identified data for population health and commissioning purposes, 

must be reviewed by these groups before reaching the DAC, which includes 2 

representatives from each. The GM PCB Data Controllers Group ensures broad 

engagement from GP data controllers across Greater Manchester, requiring at least 6/10 

localities to participate in recommendation making.  

Data is pseudonymised (twice, for extra security) in the Platform. Only aggregate data 

leaves the Platform, unless for direct care purposes – no patient level data leaves the 

Platform unless it’s for a governance-approved Direct Care purpose at the request of a 

Provider organisation.  

(Refer to Appendix A of the technical response document for more information) 

7. How are data controllers communicated with? 

GMCR newsletters are shared quarterly. Sign up to the GMCR Newsletter 

A log of all decisions made by the GM Data Access Committee is already published and 

updated on the Health Innovation Manchester website.  

https://healthinnovationmanchester.us9.list-manage.com/subscribe?u=12ff45bc7d5f989c01d695985&id=eb5605a4ca
https://healthinnovationmanchester.com/gms-secure-data-environment-sde-for-health-and-care/sde-governance/


 

 

This log will be developed further for all data controllers to have the ability to download the 

full data access applications.  

A quarterly newsletter from the lead controller to all data controllers will be developed to 

continue communications, including to remind data controllers of the key information they 

might need, for issue from 26/27.  

8. How are the public communicated with? 

GM citizens are kept informed about how their health data is processed and shared through 

privacy notices, a dedicated public website (almost 150,000 unique visitors in the 4 years of 

the campaign), and a suite of communication materials provided to GP practices. Public 

awareness has been further supported by three phases of a communications campaign with 

significant activity and advertising across social media and advertising across the GM 

transport network. Communications activity has been supplemented with targeted 

community engagement activity to understand and address concerns and promote 

transparency. Insights from these engagement activities are actively used to shape 

programme development and future communications, ensuring that data sharing remains 

transparent, reciprocal, and accountable. 

9. What are the implications of not sharing data? 

The data sharing arrangements cover both direct care and secondary uses. If data 

controllers opt out of the Joint Controller Agreement (JCA), they will not benefit from being 

able to access the GM Care Record and other care settings (including hospitals) will also not 

benefit from access to that data controller’s patient data which could lead to worse outcomes 

and more requests for information directly from practices. GPs would have to find other ways 

of sharing (and accessing shared patient level and dashboard level) information, contrary to 

national and local guidance which strongly supports use of Shared Care Records (i.e. the 

GMCR). The result of opting out of the JCA also removes the possibility of data being used 

for high quality research – reducing the visibility of your patients in research that could 

benefit them.  

This JCA by its nature is there to remain for the duration of the GMCR Solution. If, however, 

after having joined the GMCR Solution, a Participant wishes to withdraw from the use of the 

GMCR Solution or opt out of any element of the data sharing, it may do so by contacting 

gmhscp.icpig@nhs.net with at least 30 days’ notice.  

For withdrawals, following consultation and validation with the Participant, the lead controller 

will ensure that all interfaces will be disabled, and data extracts ceased and any rights of 

access are disabled and disable access. However, please note that this will not affect the 

lawfulness of any processing carried out before expiry of the notice period. Unless expressly 

agreed otherwise, historical records will be retained.  

For data sharing opt-out, the lead controller will endeavour to action the request, having 

regard to the impact on other elements of data sharing and subject to technical and 

administrative ability, liaising with the data controller to advise on options and how this could 

be managed.  

10. Where will any income generated go, from research carried out using data 

accessed for this purpose?  

https://gmwearebettertogether.com/
https://gmwearebettertogether.com/toolkit/
mailto:gmhscp.icpig@nhs.net


 

 

All third parties to access the data for secondary uses within the secure environment will 

incur costs from the data access service and the infrastructure – as well as the costs which 

are borne by data controllers. Partners (ICB, HInM, PCB) are looking to create a fund to 

support costs which data controllers have incurred – as part of a value-flow back model.   

It is the intention for the Analytics Platforms to generate value for Greater Manchester. The 

lead controller agrees to consult with those Participants whose data contributed into the 

Analytics Platforms to agree through appropriate governance how this value is being passed 

on taking into consideration the need to maintain the Analytics Platforms but also the 

direction from contributors to see this value as being capable of directly translating into 

benefits to them.   

The model and mechanisms for value-flow back will be consulted upon separately with data 

controllers and agreed via GM GP Board. The model will be based on contribution-based 

weighting.    

11. What are the responsibilities of the parties in the Joint Controller Agreement 

(JCA)? 

A summary of the Participants’ responsibilities is provided in the table below. The details of 

their roles and responsibilities are more particularly set out in the Rules of Engagement 

attached in Annex 1 to this Appendix.  

The table below is provided at a high level for information only. In the event of conflict or 

ambiguity between the two, the Rules of Engagement shall prevail.  

 

Summary of Responsibilities (JCA) 

Participants Lead Controller 

Are responsible for the reliability, accuracy 

and completeness of data they contribute 

to the GM Care Record (GMCR). 

Provides central oversight and ensure overall 

compliance. 

Rectify any known data quality issues 

within their own systems.  

Manages IG processes, FOIA queries, Data 

Protection Impact Assessments and documentation. 

Inform the lead controller of data quality 

issues, disputes, or concerns affecting the 

GMCR. 

Liaises with Participants to coordinate and provide 

information for GM-wide Subject Access Request 

responses.  

Respond to Subject Access Requests 

about the data they themselves contribute.  

Investigates breaches (security or otherwise), misuse 

or disputes and determine corrective action. 

Ensure that staff access the GMCR 

appropriately, lawfully and on a 

need-to-know basis. 

May suspend or restrict Participant access if required 

during investigation or due to misuse.  

Ensure that staff receive appropriate 

training covering both the general 

Maintains compliance documentation and system-

wide governance.  



 

 

principles and the specific operational 

requirements of the GMCR. 

Notify the lead controller of breaches or 

risks save where the breach does not 

impact on the GMCR and/or the data held 

on it.  

Oversees the audit function related to requests for 

audit from participants and breach investigation.  

Update their own privacy notices to refer to 

GMCR and the Analytics Platforms and 

make additional communication materials 

available.  

Oversees communications, training, access 

governance and patient-facing information.  

When possible, when in the presence of 

the relevant individual, inform them orally 

when they use the GMCR. 

Appoints providers and permits access to the GMCR 

and Data Analytics Platform to relevant third parties 

subject to appropriate governance whether by way of 

a data sharing agreement when access to GMCR is 

required (direct care) or by way of a data access 

agreement when access to the data analytics 

platforms is required. 

Inform data subjects and apply opt-outs 

locally and implement appropriate 

objections. 

Ensures system-wide implementation of opt-outs and 

governance. 

Nominate a key contact for dealing with 

queries regarding the GMCR. 

 

 

 


