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GM ICS Data Sharing Arrangements: Post Consultation Response 

Technical Responses 

Background 

GM healthcare digital & data assets are critical for improving patient care for the Greater 

Manchester (GM) population, enhancing clinical decision making, developing new models of 

care focused on primary and secondary prevention, promoting patient empowerment and 

engagement, and understanding and addressing health inequalities.  

Existing data sharing arrangements for the GM Care Record and Analytics and Data Science 

Platform have been in place for 3 years to ensure appropriate and safe data sharing for 

direct care and secondary uses in GM. Thanks to the ongoing commitment of data 

controllers, GM’s approach in this space is independently assessed as nationally leading 

and is now driving real and positive benefit to care delivery and care planning. 

The Information Governance (IG) documentation in place to underpin data sharing for direct 

care and secondary uses has been reviewed and updated. During a pre-consultation period, 

we (central team of ICB and Health Innovation Manchester colleagues) engaged on these 

changes with the GM PCB and underpinning groups, GM Association of LMCs, GM Data 

Protection Officers (all care settings), GM Trust Provider Collaborative Chief Data Officers 

and Information Governance Advisory Panel.  

The consultation period then ran from 18 July 2025 to 5 September 2025, inviting data 

controller organisations to share their feedback on the first drafts of updated documentation.  

Overview of feedback received during consultation 

The consultation resulted in strong engagement, particularly in General Practice. A total of 

58 respondents provided feedback, surfacing over 124 distinct elements for consideration.  

In alignment with the targets set by the GM PCB Data Controller Group, DPOs from all 10 

localities, at least one practice or PCN from 9 out of the 10 localities and all seven LMCs 

across the region responded.  

This document sets out detailed responses to common questions raised during the 

consultation (1-10), as well as detailed responses to one-off questions (11-22). A short 

summary version of the responses to common questions is also available here. 

1. Why do we share data?  

2. What are the GM ICS Digital & Data Assets? 

3. What are the legal justifications for data sharing? 

4. Where does liability sit for data sharing?  

5. What’s the role of the DPO? (GP data controllers: there was a shared need for refreshed DPO 

resourcing model to ensure independence) 

6. What are the controls for ensuring safe data sharing? (GP data controllers: there were concerns about 

cyber security of data assets, following breaches in other industries) 

7. How are data controllers communicated with? 

8. How are the public communicated with? 

9. What are the implications of not sharing data? 

10. Where will any income generated go, from research carried out using data accessed for this purpose? 

 

https://healthinnovationmanchester.com/information-governance-documentation-for-consultation-2025/
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1. Why do we share data?  

Data sharing underpins the delivery of direct care and enables more effective and 

efficient coordination across health and care services. This facilitates integration of 

care across different localities and care settings, improved patient outcomes and 

enables wider system analytics and research, including for service planning, precise 

cohort identification and intervention via innovation.  

For clinicians: Easier access to comprehensive patient records improves clinical decision-

making, medication safety, reduces errors and duplicate referrals, and enhances 

communication between care providers. This leads to better patient outcomes, streamlined 

workflows, and improved safeguarding for vulnerable groups. 

• For patients: Fewer repeated questions, safer medication management, improved 

communication among providers, better care coordination, and greater visibility of 

care plans. Supports patient preferences and improves end-of-life care experiences. 

• For service providers/commissioners: Faster treatment, shorter hospital stays, fewer 

repeat tests, reduced paperwork, improved continuity across organizations, and 

overall increased efficiency. Supports planning with standardized data and reduces 

unnecessary admissions. 

• In primary care: Fewer information requests, less time searching for data, better 

coordination with visibility of care plans, and improved management of follow-ups 

after hospital discharges. 

• In secondary care: Fewer unnecessary emergency attendances, faster emergency 

care, reduced delays in medicines reconciliation, fewer information requests between 

providers, and higher patient satisfaction. 

• For planning and research: Data enables development of new treatments, ensures 

communities have needed services, monitors care for chronic conditions, tracks 

performance against targets, and informs future workforce planning. Accurate 

practice data also supports payments and reporting. 

 

 

 

 

 

 

 

 

 

1a Please give a clear description of the benefits of data sharing, for patients, the 

wider system and for GP practices 
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2. What are the GM ICS Digital & Data Assets?  

The GM Care Record (GMCR) surfaces data from GP, secondary care (acute, MH, 

community and specialist – cancer) and social care for direct care purposes, 

including integrated care planning. Data is identifiable and only accessed by frontline 

individuals in provider organisations (GP, Community Pharmacy, Trusts, LAs). (See 

Appendix A for more detail) 

The GM Care Record (GMCR) provides health and social care professionals with vital 

information to inform safer decision-making about patient care and treatment. It shares 

important information about health and care including current health or care issues, 

medications, allergies, test results, care plans, social care. 

The GMCR pulls patient information from several important areas of health and care 

including primary care, secondary care, community services, mental health services, social 

care and specialist services e.g. North West Ambulance Service and The Christie. 

This means that patients won’t have to repeat their medical history to professionals in 

different organisations, care plans will be followed consistently, and clinicians will be better 

equipped to identify patterns and plan care more effectively to meet the patients’ needs. 

The GMCR is used by 26,000 unique users every month to access 40,000 patient records 

every month, with over 5,000 unique users accessing it per day.  

A full suite of resources, including videos for patients and guides for users, are all available 

here: https://gmwearebettertogether.com/ 

The GM Analytics and Data Science Platform is available to ICS (NHS & Local 

Government) partners, and includes a Secure Data Environment (a secure space with 

virtual walls for remote access to ensure that permitted users can only access defined 

datasets and tools for which they are approved) and the Tableau data visualisation 

tool to develop dashboards and reports (eg via Tableau) for access by ICS (NHS) staff. 

Data is pseudonymised (twice, for extra security) in the Platform. Only aggregate data 

leaves the Platform, unless for direct care purposes – no patient level data leaves the 

Platform unless it’s for an approved Direct Care purpose at the request of a provider 

organisation.  

The ADSP is a cloud-based Data and Intelligence Platform available to ICS partners. It 

contains the following components: 

• Secure Data Environment (SDE): cloud data warehouse containing a single 

longitudinal record for every patient registered with a GM GP Practice 

• Data Robot: artificial intelligence and machine learning tool 

• Trusted Research Environment: University of Manchester’s E Lab environment used 

by researchers to securely access data and research tools 

• Tableau: data visualisation tool used to development dashboards  

• Health and Care Intelligence Hub: single front door where ICB and ICP staff can 

access a wide range of data and intelligence products e.g., Tableau dashboards, 

reports and links to other content 

 

 

https://gmwearebettertogether.com/
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3. What are the legal justifications for data sharing? 

The legal basis for sharing data within the GMCR is the provision of direct care, which 

is shared by implied consent under common law.  

In order to enable the GM Integrated Care Board (GM ICB) to create a de-identified 

data set for end users to use the data within a secure data environment (SDE) for 

secondary uses and research the Secretary of State for Health and Social Care and 

the Health Research Authority have both given support under Section 251 of the 

National Health Service Act 2006 and its current Regulations, the Health Service 

(Control of Patient Information) Regulations 2002.  

Refer to Appendix C for more detail 

Data sharing is governed by the Joint Controller Agreement (JCA), ensuring that all parties 

comply with relevant data protection legislation and governance standards.  

 

 

The ICB is the organisation with oversight over the processing of data in both the GMCR and 

the Analytics platforms and, as gatekeeper, is responsible for ensuring that the governance 

process is followed. Appropriate controls refer to the governance structure as specified in the 

response to section 6 below. 

 

There is no specific determination for patients lacking capacity. The legal basis for sharing 

information in the GMCR is based on the provision of direct care and is therefore shared by 

implied consent under common law. Please see the relevant NHSE and GMC webpages for 

more information.  

If the data controller believes that any patient objection to sharing should be upheld, then 

they are able to apply this by the recording of an opt out code in their source system. 

 

It is a standard condition of Section 251 support that an annual review is supplied every 12 

months, from the date of the final support letter, for the duration of the support to process 

confidential patient information without consent. Annual Reviews have been submitted and 

further approved for the GM Secure Data Environment (GM SDE) – Analytics and Data 

Science Platform (ADSP) as follows:  

3a What ‘appropriate controls’ are in place to allow the ‘lead controller’ to act as 

‘gatekeeper’? 

3b Who determined that sharing data for patients lacking capacity is in their best interest, and 

what is the legal basis for this decision? 

 

3c Why does the S251 support have no defined end date or review period? Could indefinite 

access lead to inappropriate or unnecessary data extraction, especially as controllers 

change?  

https://www.england.nhs.uk/long-read/data-and-clinical-record-sharing/
https://www.gmc-uk.org/professional-standards/the-professional-standards/confidentiality/using-and-disclosing-patient-information-for-direct-care
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23/CAG/0145: Non-research CAG confirmed that support is in place for a further year from 

October 2025.  The CAG register – Health Research Authority (hra.nhs.uk) has been 

updated to reflect this.  The next annual report is due October 2026. 

24/CAG/0034: Research The last annual review report was submitted and confirmation 

received that support was in place for a further year.  See above link to the register.  Next 

submission is due March 2026.   

 

The Joint Controller Agreement safeguards patient rights and confidentiality by requiring 

each party to uphold agreed terms for protecting patient rights and maintaining confidentiality 

within their own organisation. 

Where data is used for secondary uses (including research), patients have the option to opt 

out of their data being used in this way through several routes, which are outlined on the 

web pages here and here.  

 

Analysts within the NHS GM Data Intelligence and Insights Team have access to pseudo-GP 

data for the secondary use purposes specified within the DPIA.   

Any other organisation wanting to access patient level GP data within the ADSP, whether it 

be identifiable or pseudonymised must make an application via the GM Data Access 

Committee.  

The published log of GM DAC decisions is accessible via this webpage here.  

Any projects which receive approval via the GM Data Access Committee (GM DAC) 

for access to a subset of de-identified data within the GM Secure Data Environment (SDE) 

are included in the SDE stakeholder communications that will be sent to all data controllers 

(ie including all practices) who have signed up every quarter.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3e How will data controllers be informed about which organisations are accessing their de-

identified patient data, and how frequently? 

 How will data controllers be informed about which organisations are accessing their de-

identified patient data, and how frequently? 

3d How will patient rights and confidentiality be safeguarded?  

 

https://www.hra.nhs.uk/planning-and-improving-research/application-summaries/confidentiality-advisory-group-registers/
https://gmwearebettertogether.com/your-privacy-and-the-gm-care-record/
https://gmintegratedcare.org.uk/nhs-gm/our-principles/keeping-your-information-safe
https://healthinnovationmanchester.com/gms-secure-data-environment-sde-for-health-and-care/sde-governance/
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4. Where does liability sit for data sharing?  

Data controllers are accountable for decisions made to share data with other 

organisations and remain liable for data breaches within their own IT systems, 

organisation but under this Joint Controller Agreement (JCA), the Lead Controller is 

accountable and responsible for breaches or security incidents within the GM Care 

Record. Even where the breach or incident related to the GM Care Record causes a 

cost to be incurred due to the negligence fault of a participant, via appropriate 

governance, the Lead Controller will ensure that the any costs to the Participant are 

proportionate and appropriate for the size of the organisation.  

The GM Integrated Care Board (GM ICB) is the Lead Controller and is taking particular 

accountabilities and responsibilities on behalf of data controllers – this includes sole 

liability and accountability for the security and use of the data when transferred to the 

Analytics Platform. 

 

Please note, that the clauses referred to in this section have been updated following 

the consultation. 

GMCR - Under the Joint Controller Agreement (JCA), all data controllers share joint liability 

for the data held in the GM Care Record (GMCR). The Greater Manchester Integrated Care 

Board (ICB) is assigned oversight, taking a leading role and assuming several 

responsibilities associated with running a shared care record. However, the lead controller 

cannot be responsible for all aspects: each data controller must fulfil their own obligations as 

defined in the JCA. This includes responsibility for the data they contribute to the GMCR and 

their organisation’s own staff access and use of the data i.e. for those aspects over which 

they maintain control.  

(Please refer to Appendix B for more information regarding responsibilities for participants 

and the lead controller.) 

The Lead Controller is responsible and accountable for breaches and security incidents that 

occur within the Greater Manchester Care Record in relation to direct dare unless a 

Participant organisation is found to be specifically at fault in regard to their responsibilities. 

Otherwise, if a cost is incurred by a participant due to the GM Care Record in relation to 

direct care then the Lead Controller will, via appropriate governance including Primary Care 

representation, ensure that it is proportionate and appropriate.  

 

To date there has been no occurrence of any breaches or incidents resulting in a report to 

4a Practices are held liable for user access but lack visibility or control over access provided 

to individuals in other organisations.   

4b The Lead Controller is only liable for data within the ADSP; practices remain liable for data 

outside it, creating ambiguity in responsibility. 

4c There is a clause in the documentation which suggests the ICB may seek compensation 

from practices after a breach, raising concerns about financial exposure and unclear ICB 

accountability 
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the Information Commissioner’s Office (ICO). Please see the ICO’s public sector approach 

for further information on their approach to fines for public authorities/bodies.  

 

Analytics Platform - Once data is transferred to the Analytics platform, the ICB assumes 

sole liability and accountability for the security and use of that data. The ICB must ensure 

that the data is only used within the parameters of the data sharing set out in this JCA and 

the ADSP DPIA is subject to the associated governance processes.  

For the analytics platforms, as the ICB is solely accountable for the use of the data, the ICB 

has no right of recourse against the controllers. This is one of the major changes brought in 

by this updated JCA. The use of the analytics platform is the responsibility of the ICB and 

therefore at the ICB's risk and no longer that of the other data controllers.   

5. What is the role of a DPO?  

Data Protection Officers (DPOs) provide expert advice on whether data sharing 

processes meet legal and ethical standards, on risk management, and on other 

technical data protection queries. DPOs advise data controllers – they are consulted 

about, rather than responsible for, decision making. Provision of DPOs varies 

depending on localities and models are being reviewed to ensure independent advice 

is available for all matters.  

 

DPOs or locality leads had previously advised the central team of the sign off process 

agreed through local mechanisms (e.g. a locality’s GP Board) by data controllers for that 

locality. Any instance of this occurring was done with each data controller having viewed and 

approved the documentation or with consultation with their DPO. 

Sign off of the Joint Controller Agreement will be on an individual practice basis only. 

• DPOs provide advice and support to data controllers.  

• Data controllers are required to sign off the Joint Controller Agreement.  

• Local arrangements mean that previously (2022), DPOs were responsible for 

confirming the sign-off status of the JCA/DPIAs within the locality to the central team. 

In order to create dedicated capacity and capability, there is an intention to source 

funding to establish an independent GM DPO function to act on behalf of Providers, 

being hosted by an LMC or GM Primary Care Board. 

 
 

6. What are the controls for ensuring safe data sharing? 

Safety in data sharing is maintained through roles-based access controls, robust and 

representative governance structures, and security measures such as multi factor 

authentication.   

GM Care Record -   

5a DPOs cannot legally sign on behalf of data controllers. Has data already been extracted 

based on DPO-only sign-off?  

 

https://ico.org.uk/about-the-ico/our-information/policies-and-procedures/public-sector-approach/
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Roles-based access controls ensure secure, appropriate, and auditable access for direct 

care. Provider organisations can apply for access through a structured onboarding process, 

with approval requiring clinical justification, compliance with NHS standards and 

endorsement by governance fora, which have data controller representative members.   

Analytics Platform -   

Access to data in the ADSP is governed by the GM Data Access Committee (GM DAC), 

which bases decisions on recommendations from three specialist groups: technical experts, 

primary care data controllers, and public representatives. Every application for data access, 

outside of NHS GM use of identified data for population health and commissioning purposes, 

must be reviewed by these groups before reaching the DAC, which includes 2 

representatives from each. The GM PCB Data Controllers Group ensures broad 

engagement from GP data controllers across Greater Manchester, requiring at least 6/10 

localities to participate in recommendation making.   

Data is pseudonymised (twice, for extra security) in the Platform. Only aggregate data 

leaves the Platform, unless for direct care purposes – no patient level data leaves the 

Platform unless it’s for a governance-approved Direct Care purpose at the request of a 

Provider organisation.   

Please refer to Appendix A for more information
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At the core of the arrangements underpinning the use of data for direct care and secondary 

uses lies a robust governance framework, designed to ensure that data usage is safe, 

secure, and fully aligned with the interests of data controllers and the public - supporting 

projects that benefit the people of Greater Manchester.  

For access to the GMCR (i.e. for patient-level, direct care interactions using identified data), 

organisations request access via the onboarding process – either for view-only access (as in 

the case of Community Pharmacy) or data feeds and view access (as in the case of GPs, 

LAs and Provider Trusts). The responsibility for NHS GM to oversee this process is 

documented in the Joint Controller Agreement (Section 3 – Rules of Engagement). 

Decisions are made by the GMCR Clinical and Operational Group, with a recommendation 

from the GM PCB Data Controllers Group.  

For access to data in the Analytics platform (GM Analytics and Data Science Platform 

inclusive of the GM Secure Data Environment), data access governance in GM operates one 

decision-making group (GM Data Access Committee, GM DAC), with three underpinning 

groups: 

• technical/IG/product delivery experts (GM SDE Applications Review Group) 

• primary care data controllers (GM PCB Data Controllers Group) 

• public representatives (GM SDE Citizens Advisory Panel) 

All applications whether they be for direct care, secondary use (including research) (which 

detail the specific de-identified datasets required and rationale for access) must be 

considered by each underpinning group before recommendations proceed to the GM DAC. 

The DAC is chaired by the lead controller’s Caldicott Guardian or Deputy, with membership 

(and current representatives) as follows: 

• GM PCB Data Controllers Group x2 representatives (Viren Mehta and Amir Hannan) 

• GM SDE Citizens Advisory Panel x2 representatives (Omar Laftah and TBC) 

• GM SDE Applications Review Group x 1 representative (chair) (Zharain Bawa) 

• secondary care data controllers representative x1 (currently TBD) 

• social care data controllers representative x1 (when relevant – data not yet in scope) 

• academia representatives x2 (Richard Williams (UoM) and Liangxiu Han (MMU)) 

• NHS GM Data Governance Lead (Graham Hayler) 

Regarding primary care - the GM PCB Data Controllers Group was established in November 

2024 to increase engagement with GP data controllers and DPOs across GM. Each locality 

is expected to provide a representative for this group, with nominees having been provided 

via locality GP Boards, and with at least 6/10 locality representatives required to be engaged 

to make a recommendation for decision making.  

The current membership of the GM PCB Data Controller group is: 

Bolton David Fiske 

Bury Mark Beesley 

HMR Venkatesh Malya 

6a How are data controllers represented, selected, and held accountable in governance 

groups related to data access in the GMCR and Analytics Platforms?  
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Manchester TBD Samira Anane 

Oldham Salim Mohammad 

Stockport Viren Mehta & Johan Taylor 

Salford Lyndsey Rodwell 

Tameside Amir Hannan & Douglas James 

Trafford Efrosyni Panayiotou 

Wigan Timothy Dalton 

DPO, NHS GM Shavarnah Purves 

NHS GM, Lead controller rep Graham Hayler 

Each representative has a responsibility to engage as appropriate those they represent on 

each application, and to represent any views surfaced. This collective feedback is addressed 

within the PCB DC group, and the two designated data controller representatives on DAC 

then relay the consolidated input to the DAC, where a final decision on the application is 

made. 

A log of all decisions made by the GM Data Access Committee is already published and 

updated on the Health Innovation Manchester website.  

This log will be developed further for all data controllers to have the ability to download the 

full data access applications.  

A quarterly newsletter from the lead controller to all data controllers will be developed to 

continued communications, including to remind data controllers of the key information they 

might need, for issue from 26/27.  

 

All organisations with access to the GMCR are listed in the JCA. Any new organisations 

apply for access via the onboarding process, with decisions made via GMCR governance, 

with data controller representation.  

Individual data controllers in General Practice are represented in this process via the GM 

PCB Data Controller Group reps and are notified of onboarded organisations via the regular 

stakeholder communications.  

It is the responsibility of the representatives on the relevant groups to ensure views of those 

they represent are surfaced to inform decision making (indeed these decisions cannot be 

made without proactive support of the data controller representatives).  

There is an existing onboarding process which requires set thresholds of due diligence to be 

met before access is granted to the GMCR. Access is permitted only when the appropriate 

governance groups have assessed and approved the onboarding application which includes 

clinical justification and compliance with NHS standards. 

6b New organisations can gain GMCR access via governance groups, but individual data 

controllers aren’t informed, raising transparency and oversight risks.  

Information is needed on the process of how a practice/Data controller can raise an objection 

to a new organisation seeing their (identifiable) patient records, and confirmation there are no 

consequences for the practice. If there is no process for objections, or there are 

consequences, then Data controllers need to consider why. 

 

 

https://healthinnovationmanchester.com/gms-secure-data-environment-sde-for-health-and-care/sde-governance/
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Whilst it is not practical to consult individual data controllers on each application of access 

for the purpose of direct care, the governance is designed to create a forum to consider the 

application and discuss any concerns. The relevant representatives of the governance 

forums are invited to liaise and consult with their group of data controllers to obtain any 

feedback they wish to escalate so their concerns can be considered without delay. 

However, we also understand the concern for controllers having to bear the consequences 

of granting access to new organisations. NHS GM’s accountability for the GMCR and the 

ADSP seeks to address this concern as documented in the JCA. It is not for individual 

practices to validate new organisations and/or new use cases and as such not for the 

practices individually to be held responsible for such decisions, it is ultimately the 

accountability of NHS GM. 

The remit of the GM PCB DC group will be expanded to discuss and to disseminate 

information on any proposed new onboarded organisations back to data controllers within 

their localities. Graham Hayler (GM ICB) will attend all GM PCB Data Controller Group 

meetings from January 2026 to bring updates on behalf of the lead controller and receive 

any concerns from data controllers about use of data in ADSP dashboards. He will also bring 

any new use cases not already in the DPIA, for consideration prior to decisions taken at 

GMDAC. The group’s Terms of reference will be updated to reflect this extension of scope. 

 

This view is accurate, hence the update to the IG documentation and full consultation with 

data controllers about the sufficiency of the arrangements through governance and central 

communications. Please refer to 6a and 6b for more details.  

The wording within section 3.8 of the JCA has been re-drafted to clarify that in all cases of 

access to data in the GMCR or the analytics platforms all applications are reviewed by the 

associated governance. 

 

In addition, given the changing nature of the health and social care landscape it is not 

possible to specify the types of organisations which may apply for access to data in the 

future. In any case the clause is stipulating that these unforeseen organisations would either 

be approved through governance (i.e. public sector organisations outside of GM, universities 

and or charities (particularly those providing NHS funded care) or commercial organisation 

but only for de-identified data) or directly by individual data controllers. 

 

An example of access under consideration for direct care purposes is a children’s hospice 

which operates outside of the GM area but is part of Hospice partnership that provides 

services to children in GM. Access would be considered via the onboarding process with 

data controllers being informed once access is approved through the associated 

governance. 

6d Please clarify the wording of clause 3.8 in the Joint Controller Agreement – which 

organisations have access by permission 

 

 

?  

6c DPOs and Data Access Committees cannot make decisions on behalf of data controllers 

unless explicitly agreed  
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See 6a and 6b for further information regarding the process for applications not related to 

direct care. 

 

Role-based access controls ensure secure and appropriate access for direct care, which 

includes audit capability.  

The reason to view screen did not prompt patient consent before record access. It was used 

to record the reason for viewing the patient record during the Covid-19 pandemic. The 

supplier no longer provides this screen as part of its suite of screens available to the end 

user.  

There are role-based access controls in place as specified in section 4 of the GMCR Direct 

Care DPIA. Access is also via an individual user’s electronic patient record system. A user 

would view their organisation’s electronic record to access a patient and then click through 

from that record into the GMCR, which provides a view of that single patient. Access is 

governed by the organisation providing the individual’s access to their electronic record 

system. 

7. How are data controllers communicated with? 

GMCR newsletters are shared quarterly - Sign up to the GMCR Newsletter.  

Newsletters for data controllers specifically will commence in early 26/27. To sign up, 

please email communications@healthinnovationmanchester.com. 

The quarterly data controller newsletter will include: 

• links to latest documentation for ease of access.  

• information about new functionality on the GM Care Record.  

• information about any new organisations seeking access to the GM Care Record for 

direct care.  

• information about applications to access data for secondary uses and/or direct care – 

and their status.  

• reminders about data controller group membership, through whom data controllers 

are encouraged to engage.  

In the meantime, GM Data Access Committee decisions are accessible via the 

published decision log, accessible here.  

 

6e Why was the RVS feature removed?  

 Why was the RVS feature removed? It previously acted as a safeguard by prompting patient 

consent before record access 

 Concern about excessive access to patient records; need for robust role-based access 

controls to enforce “need-to-know” principles 

 

7a How will data controllers know which organisations are accessing their (de-identified) 

patient data, when, and how often?  

 

https://healthinnovationmanchester.us9.list-manage.com/subscribe?u=12ff45bc7d5f989c01d695985&id=eb5605a4ca
mailto:communications@healthinnovationmanchester.com
https://healthinnovationmanchester.com/gms-secure-data-environment-sde-for-health-and-care/sde-governance/
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8. How are the public communicated with? 

GM citizens are kept informed about how their health data is processed and shared 

through privacy notices, a dedicated public website (almost 150,000 unique visitors in 

the 4 years of the campaign), and a suite of communication materials provided to GP 

practices. Public awareness has been further supported by three phases of a 

communications campaign with significant activity and advertising across social 

media and advertising across the GM transport network. Communications activity has 

been supplemented with targeted community engagement activity to understand and 

address concerns and promote transparency. Insights from these engagement 

activities are actively used to shape programme development and future 

communications, ensuring that data sharing remains transparent, reciprocal, and 

accountable. 

 

UK GDPR requires GP Practices to inform patients how their data is processed, for what 

purpose and who it is shared with via a privacy notice.  With regards to the GM care record 

all joint data controllers are responsible for keeping their patients informed about the uses of 

their data.  There is a link to the GM Care Record website that is available for GP practices 

to add into their practice website privacy notice.  This includes information about opt out 

rights[https://gmwearebettertogether.com/your-privacy-and-the-gm-care-record/]. 

 

Consent is implied for the purposes of direct care in relation to the common law duty of 

confidentiality.  

 

The need for consent in relation to the common law duty of confidentiality is legally lifted by 

section 251 support to enable the sharing of confidential patient information for specific 

purposes within an annually reviewed timeframe.  

 

Our section 251 support is for secondary use (beyond direct care) for both research and 

non-research. 

 

There is a public facing website that contains information on privacy and data subject rights: 

https://gmwearebettertogether.com/. Public awareness has also been supported through 

three phases of a communications and engagement campaign over the last four years. 

There is also a suite of communication materials provided to data controllers to help inform 

their patients of how data may be used to support their direct care, for research and how 

patients can opt-out: https://gmwearebettertogether.com/toolkit/ 

8a Practices are expected to inform patients, carers and other users about opt-out rights, 

which requires significant effort and resources.  

 Who will fund this work if benefits are realised elsewhere? 

8b Risk of patient disengagement due to perceived lack of consent; practices may be blamed 

for data sharing  

 

https://gmwearebettertogether.com/
https://gmwearebettertogether.com/toolkit/
https://gmwearebettertogether.com/
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GP practices do not decide to share data for research. This is a national policy implemented 

through secure environments, overseen by NHS England and local governance bodies like 

the GM Data Access Committee. The ‘5 Safes’ framework provides strict controls to ensure 

privacy and security of patient data.  

Anonymised data supports better planning, faster diagnosis, and improved services for 

Greater Manchester.eg. COVID-19 research. Data is anonymised and never sold. It is used 

only for approved health research and planning projects. 

 

 

Three phases of a public campaign on data sharing, including significant engagement with 

the communities of Greater Manchester, has revealed some sensitivities around using 

anonymised patient data for research with commercial organisations.  

The engagement activity commissioned in late-2023 to early spring-2024 explored this 

subject and these findings indicate that participants want health data sharing to be 

transparent, reciprocal, responsible, and accountable. For these participants, good data 

sharing looks like:  

• Sharing what is done with the data, widely and accessibly (transparent) 

• Sharing the benefits of the use of the data, back to services and communities (reciprocal, 

accountable) 

• Sharing peoples’ concerns and providing reassurance about how data is used and how 

benefits are being realised for the NHS. (responsible, accountable) 

 

These findings are being used to influence the development of the programme and to inform 

future communications and engagement activity. 

 

The Citizen’s Advisory Panel, set-up to review applications for research through the SDE, 

has also deliberated this subject, with future sessions planned to explore attitudes alongside 

any applications that come through for research. 

9. What are the implications of not sharing data? 

The data sharing arrangements cover both direct care and secondary uses. If data 

controllers opt out of the Joint Controller Agreement (JCA), they will not benefit from 

being able to access the GM Care Record and other care settings (including hospitals) 

will also not benefit from access to that data controller’s patient data which could lead 

to worse outcomes and more requests for information directly from practices. GPs 

would have to find other ways of sharing (and accessing shared patient level and 

dashboard level) information, contrary to national and local guidance which strongly 

supports use of Shared Care Records (i.e. the GMCR). The result of opting out of the 

JCA also removes the possibility of data being used for high quality research – 

reducing the visibility of your patients in research that could benefit them.  

 

8c Concern over public/media scrutiny, especially regarding data sharing with commercial 

organisations. 
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If an organisation chooses to decline the JCA in its entirety, then data sharing related to the 

GMCR will cease for that organisation with the implications of this outlined in the bullet 

points below.   

  

After signing the JCA there is the ability to raise withdrawing from elements of the data 

sharing related to it via discussion with the ICB (section 21), who will assist in explaining any 

implications when opting out of specific elements. 

 

By opting out of the Joint Controller Agreement in its entirety, data controllers could: 

• Hinder the provision of direct care 

• Negatively impact patient care and outcomes 

• Negatively impact system efficiency 

• Lose access to dashboards and analytics, including: 

o BECCOR GP Quality Scheme achievement monitoring dashboards 

o Cancer Screening uptake rates by locality, PCN and GP Practice 

o Child Vaccinations uptake rates by locality, PCN and GP Practice 

o Flu and COVID Vaccinations by locality, PCN and GP Practice 

o Locality demographic health profiles e.g. numbers of patients on 

disease registers 

o Sustainability plan population segmentation and cost forecasting tool 

o NHS Health Check invitation and delivery analysis 

o Long Term Condition dashboards (Diabetes, CVD, Respiratory 

prevalence and health inequalities analysis 

o Learning Disability and Severe Mental Health assessment monitoring 

• Limit ability to benefit from targeted Population Health Management programmes and 

local GP Quality Schemes such as BECCOR 

• Limit the ability to coordinate services 

• Limit the ability to conduct meaningful analytics for service improvement and 

research. 

 

10. Where will any income generated go, from 

research carried out using data accessed for this 

purpose?  

All third parties to access the data for secondary uses within the secure environment will 

incur costs from the data access service and the infrastructure – as well as the costs which 

are borne by data controllers. Partners (ICB, HInM, PCB) are looking to create a fund to 

support costs which data controllers have incurred – as part of a value-flow back model.   

It is the intention for the Analytics Platforms to generate value for Greater Manchester. The 

lead controller agrees to consult with those Participants whose data contributed into the 

Analytics Platforms to agree through appropriate governance how this value is being passed 

on taking into consideration the need to maintain the Analytics Platforms but also the 

9a Uncertainty around the implications of opting out of the Joint Controller Agreement 
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direction from contributors to see this value as being capable of directly translating into 

benefits to them. 

The model and mechanisms for value-flow back will be consulted upon separately with data 

controllers and agreed via GM GP Board. The model will be based on contribution-based 

weighting.  

 

 

Glossary  

(Refer to Appendix C for more information) 

Document / Group Description 

Data Protection 
Impact Assessment 

Mandatory document describing the purpose and benefits of 
processing data within the ADSP. It also describes what data is 
processed, by whom, security controls, identifies risks, and actions 
taken to mitigate the risk. 

GMCR Joint 
Controller Agreement 

Sets out the purpose, and roles and responsibilities in relation to the 
processing of data within the GM Care Record. 

Secretary of State for 
Health and social 
care and Health 
Research Authority 
support 

Support for NHS Greater Manchester to process GP and Adult Social 
Care data within the ADSP in order to de-identify that data for 
secondary use and research purposes on the advice of the national 
Confidentiality Advisory Group. 

NHSE and NHS GM 
Data Sharing 
Agreement 

For hospital, community, mental health, and social care 
commissioning datasets. Sets out the data processing purpose and 
conditions that NHS GM must comply with. 

GM Data Access 
Committee 

Established to consider requests from third parties to access data 
within the ADSP for direct care, commissioning, and research 
purposes. Chaired by NHS GM Caldicott Guardian, with public and 
data controller representation. All use cases for direct care and third 
party secondary use  must be approved by this group. 

ADSP Data Access 
Agreement 

Needs to be signed by any third parties wishing to access data within 
the secure data environment. 

NHSE Sub Licence 
Agreement 

Needs to be signed by any third parties wishing to access data 
provided to NHS GM by NHSE. 

GP DPO Group Chaired by the NHS GM DPO with attendance from GM GP DPOs. 
The group considers pan GM Data Protection Impact Assessments 
and Data Sharing requests. 

 

Direct care - definitions 

National Data Guardian Review: A clinical, social or public health activity concerned with 

the prevention, investigation and treatment of illness and the alleviation of suffering of 

individuals. It includes supporting individuals’ ability to function and improve their 

participation in life and society. It includes the assurance of safe and high-quality care and 

treatment through local audit, the management of untoward or adverse incidents, person 

satisfaction including measurement of outcomes undertaken by one or more registered and 

regulated health or social care professionals and their team with whom the individual has a 

legitimate relationship for their care. 
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NHS Digital: Where data is used by health and care professionals to treat and care for 

individual patients e.g., make diagnoses and decisions about the patient's care. 

NHSE: A clinical, social or public health activity concerned with the prevention, investigation 

and treatment of illness and the alleviation of suffering of individuals.  

Direct care - examples 

• Passing information from one care setting to another – for example when a GP refers a 

patient to a hospital for tests 

• Local shared care records – put in place to help local health and care organisations 

share data with each other, for example to provide out of hours services or to improve 

patient safety when the patient is seen in different settings 

• Population screening programmes for conditions such as cervical and bowel cancer, 

which the UK National Screening Committee (UK NSC) has advised NHS should offer 

• Risk stratification used for case-finding – when carried out by a provider involved in an 

individual's care e.g., Lung Health Checks, LTC Dashboards used by clinicians 

• Local audit of the safety and quality of care – when carried out by the professionals and 

team responsible for the care of the patient 

• Clinical dashboards – used by health and care professionals for the prevention, 

investigation and treatment of illness and the alleviation of suffering of individuals 

Clinical audit – definition 

National Data Guardian Review: The use of personal confidential data for local clinical 

audit is permissible within an organisation with the participation of a health and social care 

professional with a legitimate relationship to the patient through implied consent. For audit 

across orgs, the use of personal confidential data is permissible where there is approval 

under Regulation 5 of the Health Service (Control of Patient Information) Regulations 2002 

(Section 251 of the NHS Act 2006). 

Secondary uses – definitions 

NHS England: Where data is used for purposes other than the individual care of the patient. 

Includes activities that contribute to the overall provision of services to a population as a 

whole or a group of patients with a particular condition. 

Secondary uses – examples 

• Health and Care Commissioning: Planning and priority setting 

• Understanding our locality and neighbourhood populations 

• Understand the usage of health and care services for specific population groups 

• Health inequality analysis 

• Identify gaps in service provision 

• Redesign of care pathways for specific populations and clinical areas 

• Monitoring and evaluating outcomes 

• Operational planning, service delivery and monitoring e.g., planning of vaccination 

programmes and service evaluation 

Population Health Management - definitions 
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NHSE: Population Health (PHM) is a strategic aim for integrated care systems (ICSs); to 

improve physical and mental health outcomes, promote wellbeing and reduce health 

inequalities across an entire population, with a specific focus on the wider determinants of 

health (things like housing, employment, education). 

PHM is a data-driven approach to help commissioners and frontline teams understand 

current health and care needs and predict what local people will need in the future. 

This means we can tailor better care and support for individuals, design more joined-up and 

sustainable health and care services,and make better use of public resources. 

National Data Guardian: Population health analysis or management activities that do not 

offer interventions to people are not individual care and cannot rely on implied consent.  

Where ICBs intend to process confidential patient information for the purpose of population 

health analytics/management programmes, they can make a specific application to the CAG 

to seek advice and support under section 251 of the NHS Act 2006. – Letter to Integrated 

Care Boards, 1 November 2022.  
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Responses to one-off questions 

11. How can the patients opt out? How is this publicised?  

This is referenced in the gmwearebettertogether.com website under the FAQs. Stakeholder 

materials are also available for publishing, it is also documented in the Direct Care DPIA as 

below:  

An opt out request may be made based on the Right of Objection (UK GDPR) which will be 

considered by the relevant Data Controller when weighed against the value of providing 

direct care to the requester. If made to a GP, the practice can record a code in their local 

source system which will prevent the shared care record being created or available to view. 

Once applied a message will display outlining this when trying to access the record in the 

GM Care Record. 

 

Organisations other than General Practices would be required to perform local suppression 

or make a request via Graphnet in order for the Objection to be upheld.   

The following Opt out options are also available for objections to particular types of sharing. 

• Register an opt out via the National Data Opt out service to prevent their identifiable 

data being used for secondary use and research. 

• Register a type one opt out (to prevent information being shared outside a GP 

practice for purposes other than direct care). 

• Register a local opt out as follows  

o If a patient does not want their anonymised data from the GMCR to be used 

for planning and research within Greater Manchester, but do not want to 

apply a national opt out, they can contact us in one of the following ways: 

▪ By calling us on 0161 357 1550  

▪ Emailing us at gmhscp.icpig@nhs.net 

▪ Or writing to us at: Information Governance Team, NHS Greater 

Manchester Integrated Care, Tootal Buildings, 56 Oxford St., 

Manchester, M1 6EU 

 

12. Does the GM ICB provide detailed, regular reports to all data controllers on 

secondary use extractions?  

As a fundamental principle of the Analytics and Data Science Platform no identifiable or 

pseudonymised data is extracted from the ADSP.  

Refer to Appendix A and Section 7 of this document for more detail 

Background info: All data processing activities undertaken by NHS GM on behalf of GM 

Health and Care organisations Integrated Care System and are listed within the privacy 

notice on the NHS GM website: https://gmintegratedcare.org.uk/nhs-gm/our-

principles/keeping-your-information-safe/  

These data processing activities include secondary use of data in the NHS such as 

commissioning, risk stratification, financial and clinical audit, healthcare management and 

planning, research and public health surveillance. 

https://gmwearebettertogether.com/your-privacy-and-the-gm-care-record/
https://gmintegratedcare.org.uk/nhs-gm/our-principles/keeping-your-information-safe/
https://gmintegratedcare.org.uk/nhs-gm/our-principles/keeping-your-information-safe/
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13. Who has access to patient level data within the ICB, for what purposes?  

NHS GM uses pseudonymised data for population health, commissioning purposes and GP 

Quality Local Enhanced Schemes.   

Refer to Appendix A for more detail 

Data Services Team: 

System Administrator: operating on behalf of the data controllers this is the only staff 

group with a single user account giving access to identifiable data and a mapping 

between NHS Number and the GMCR Local patient pseudonym. Small group 

consisting of 3 staff members for business continuity purposes 

Secondary Use Group: Small group of 8 staff will have a secondary uses account 

giving them access to the GMCR and GM ICS pseudonym mapping for approved 

secondary use cases. No NHS Number access. 

End user groups: 

Analysts and researchers: access to pseudonymised data, only contains the GM ICS 

pseudonym. No patient re-id capability (123 users) 

Clinician or Care Professional: access to pseudonymised data, only contains the GM 

ICS pseudonym with patient re-id capability for specific approved uses 

Access to patient level de-identified datasets containing GP data is available to NHS GM 

Analysts and Researchers approved by the Data Access Committee. Access is auditable. 

Access for other ICS partners (e.g. Acute Providers or Local Authorities) would need to be 

approved by the DAC and individuals must undergo a Safe Analyst Test and sign an End 

User Declaration. 

14. A clause should be added to allow any participant to object to specific 

secondary uses, with governance processes ensuring these objections are 

respected unless overridden by a statutory requirement.  

The governance has been set up to collect and address any opinions and concerns 

regarding each project on behalf of all the controllers. For any participant to advise of any 

objection this should be via their representative as set out in the governance model. For 

commissioning to be reliable and to run effective research it is not practicable to permit any 

participant to withdraw in isolation for a specific project. All secondary uses are carried out in 

accordance with the instructions, controls and governance set out in the JCA.   

This JCA by its nature is there to remain for the duration of the GMCR Solution. If, however, 

after having joined the GMCR Solution, a Participant wishes to withdraw from the use of the 

GMCR Solution or opt out of any element of the data sharing, it may do so by contacting 

gmhscp.icpig@nhs.net with at least 30 days’ notice.  

For withdrawals, following consultation and validation with the Participant, the lead controller 

will ensure that all interfaces will be disabled, and data extracts ceased and any rights of 

access are disabled and disable access. However, please note that this will not affect the 

mailto:gmhscp.icpig@nhs.net
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lawfulness of any processing carried out before expiry of the notice period. Unless expressly 

agreed otherwise, historical records will be retained.  

For data sharing opt-out, the lead controller will endeavour to action the request, having 

regard to the impact on other elements of data sharing and subject to technical and 

administrative ability, liaising with the data controller to advise on options and how this could 

be managed.  

15. Any additional users, including community pharmacies and external providers, 

must be clearly listed and communicated to patients, with updated privacy 

notices at practice level.  

The public facing website has been updated and will continue to be monitored and updated 

to reflect any new additional users. See the website link here. (Refer to section 8 of this 

document for more detail) 

16. Whether or not there is an accessible log available to the data controller 

detailing who has accessed the patient records and for what purpose.  

GMCR: The GMCR includes audit trail functionality such that each user action, (e.g. 

successful or failed login attempts and access to shared care records, plans and 

assessments, etc.) is time and date stamped and attributed to individual users, so that they 

are available in the audit trail. All system administration actions are similarly recorded in 

the audit trail.  Audit trails are available to data controllers via the IT Service Portal.  

It is the responsibility of each participant to the GMCR to appropriately audit their staff user 

access.  The majority of users access the GMCR via their source electronic patient record 

system by viewing individual patients this may be accomplished by source system audit.  

 

ADSP/SDE: access to patient level data within the ADSP is fully auditable and list of users 

can be provided. At present there are 4 system administrators with access to identifiable 

data, and analysts working for NHS GM and 45 researchers (approved by DAC) who have 

access to de-identified data.  

Refer to Appendix A for more detail 

17. The document also bundles together different types of data sharing, which 

need to be more clearly demarcated, with different safeguards in place for 

each. Either the JCA needs to mitigate against all risks for data controllers, or 

data controllers should have the option to choose what type of access they will 

allow, taking consideration of the level of risk posed and safeguards in place.  

This is deliberately so. Whilst patients individually have an option to opt out, there is no 

option at platform level to choose the type of access allowed. Use of the GMCR means that 

it will be used for both direct care and secondary uses through the GMCR and onwards 

through the analytics platforms.  

Refer to Appendix A for more detail 

This JCA by its nature is there to remain for the duration of the GMCR Solution. If, however, 

after having joined the GMCR Solution, a Participant wishes to withdraw from the use of the 

https://gmwearebettertogether.com/wp-content/uploads/2025/11/GMCR-Data-Controller-List-2025.pdf
https://nwcsu.service-now.com/gmss
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GMCR Solution or opt out of any element of the data sharing, it may do so by contacting 

gmhscp.icpig@nhs.net with at least 30 days’ notice.  

For withdrawals, following consultation and validation with the Participant, the lead controller 

will ensure that all interfaces will be disabled, and data extracts ceased and any rights of 

access are disabled and disable access. However, please note that this will not affect the 

lawfulness of any processing carried out before expiry of the notice period. Unless expressly 

agreed otherwise, historical records will be retained.  

For data sharing opt-out, the lead controller will endeavour to action the request, having 

regard to the impact on other elements of data sharing and subject to technical and 

administrative ability, liaising with the data controller to advise on options and how this could 

be managed.  

 

18. What a “Joint Controller” agreement is and how it differs from standard data 

sharing agreements that practices have previously signed.  

Joint controllers decide the purposes and means of processing together – they have the 

same or shared purposes e.g., shared care record.  

The ICO specifies: “If you are acting with another controller as joint controllers of personal 

data, there is a legal obligation to set out your responsibilities in a joint control arrangement, 

under both the UK GDPR/Part 2 of the DPA 2018 and under Part 3 of the DPA 2018. “     

This arrangement is documented in a Joint Controller Agreement (JCA).  The GM JCA also 

documents the data sharing arrangements together in one document.  

Practices may have previously signed up to data sharing agreements where they were not 

acting together with the data sharing organisation(s) as Joint Controllers.   

The separate GM Data Sharing Agreement, shared as part of the IG consultation, is to be 

signed up to by organisations not acting as joint controllers i.e., they are not feeding data 

into the GM Care Record but are viewing data, where approved through appropriate 

governance.   

19. How have recent high-profile data breaches in other industries influenced 

organisations’ investment in cyber security and data insurance? 

 NHS Greater Manchester is committed to maintaining the highest standards of cyber 

security and data protection across its data infrastructure. As part of this commitment, the 

Analytics and Data Science Platform (ADSP), including the Secure Data Environment (SDE), 

has been designed and delivered with robust assurance mechanisms, supplier alignment, 

and compliance with national and international standards. This statement outlines the 

current cyber assurance posture of the ADSP, detailing hosting arrangements, certification 

status, penetration testing protocols, and future enhancement plans — all of which underpin 

our responsibility to safeguard sensitive health data and maintain public trust. 

NHS Greater Manchester has developed its Analytics and Data Science Platform (ADSP), 

including the Secure Data Environment (SDE), with a cloud-first approach and strong 

alignment to supplier and strategic cyber assurance standards. The platform is designed as 

mailto:gmhscp.icpig@nhs.net
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a secure data environment, with most data held either within the NHS AGEM CSU Azure 

tenancy (via a sub-tenancy) or within the NHS GM Snowflake environment. 

Both environments are hosted in UK South (Microsoft Azure), and benefit from regular 

independent third-party audits for ISO/IEC 27001 compliance. Snowflake is additionally 

certified to ISO/IEC 27001:2022. All platform components and CSU services provided by 

NHS AGEM CSU are contracted via NHS GM, with appropriate clauses in place to govern 

data usage and cyber security obligations. 

NHS GM itself holds ISO/IEC 27001 certification, and the ADSP was included in the most 

recent information security audit (March 2025). The data masking techniques employed 

within the NHS GM SDE were specifically cited as compliant and effective. 

Web-facing components of the NHS GM infrastructure are subject to routine penetration 

testing as part of AGEM CSU’s standard assurance schedule. This approach aligns with 

NHS England’s practices for its main data stores and other AGEM CSU clients handling 

sensitive data. 

The ELab platform is hosted within the NHS GM ADSP as a Trusted Research Environment 

(TRE). It features painted screens, data airlocks, and is heavily locked down — with no 

external web traffic or onward access into the wider platform. Data accessed via the TRE is 

heavily pseudonymised, with minimal risk of personal data breach. All TRE processes are 

delivered in accordance with NHS GM’s data retention policy, and data is stored within the 

Snowflake environment. 

Future cyber assurance enhancements will focus on NHS GM-developed applications, 

including the deployment of ELab. These components will be subject to targeted annual 

security testing commissioned via NHS AGEM CSU, with external validation provided by 

Interworks as delivery partner. Governance arrangements are in place to support this, with 

relevant parties listed as data processors. Funding will need to be confirmed for inclusion in 

the annual commissioning cycle. 

1. Vulnerable individuals may be coerced into sharing sensitive data via the My 

GM Care app 

This was a noted risk when the My GM Care app (only rolled out in Tameside) was assessed 

for data protection as below.  

 

The app had clear clinical benefits which supported a number of initiatives to involve patients 

in their own care. There is no technical solution that can entirely guard against an 

occurrence such as this, the mitigations for this are noted below. No new risk was introduced 

by introduction of the My GM Care app. There are safeguards in place.  

 

Unauthorised Access to Data: Access to the data in the PHR (myGM Care app) by a 

patient other than the intended recipient due to capacity/coercion.  

 

Mitigation: The NHS login terms of use advise the individual not to share their login details 

and to advise their care provider of any concerns. Use of the app is at the patient’s own 

discretion. The patient is able to delete the app at any point.  
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2. Linking multiple datasets may introduce errors that could impact clinical 

decisions.  

Not sharing data could impact clinical decisions.  

Each organisation providing data has their own processes and the responsibility for ensuring 

the quality of data within their systems which flow into the GM Care Record. The lead 

controller is responsible for communicating known data quality concerns and actioning 

any additional data quality checks.  

The Graphnet solution also has a data quality assurance facility to ensure the data is linked 

appropriately to the correct individual.  If patient records don’t match or are not imported, 

they will not be set on the GM Care Record. All original messages/files sent to the GM Care 

Record are held for up to 30 days prior to being purged. Graphnet further advise that “in 

relation to matching and validation, each feed has a particular standard, however, the 

approach for matching and validation follows a similar pattern. All incoming data 

is validated before processing (message schemas, data schema), and matching is carried 

out on key identifiers, typically the tenant ID (so we recognise the sending organisation), the 

NHS number OR nominated unique identifier such as hospital number. When it comes to 

linking the demographic entry to other organisations, we use NHS number, Surname and 

DOB OR a traced NHS number for linking.”      

3. Open safely 

• Justification of why a GM JCA and solution is needed if the OpenSafely 

platform is a legal, contractual and mandated national requirement. 

• The differences between the GM JCA and OpenSafely including but not limited 

to: Whether or not there is a legal requirement to do?  

• What type of data is involved, for example OpenSafely data allows carefully 

approved users to run analyses for clinical audit, service evaluation, health 

surveillance, research, health and social care policy, planning and 

commissioning, and public health purposes. How does this differ to the GM 

ask? 

The JCA would still be required for direct care whereas OpenSafely is only used for 

secondary use and research data, similar to parts of the ADSP/GM SDE.   

The Health and Social Care (Safety and Quality) Act 2015 inserted a legal Duty to Share 

Information  

NHS England has also made it clear that each ICS needs to ‘develop or join a shared care 

record joining data safely across all health and social care settings, both to improve direct 

care for individual patients and service users, and to underpin population health and 

effective system management.  

 

OpenSAFELY is a national platform designed for secure, pseudonymised analysis of GP 

data at scale. It excels in privacy-preserving research and policy evaluation. However, it has 

limitations when it comes to supporting local health and care systems such as Greater 

Manchester with operational and strategic uses: 

Limited real-time access: OpenSAFELY operates on a remote execution model. Analysts 

submit code that runs against national data, but they don’t directly access or interact with the 
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data. This is excellent for privacy, but it limits real-time operational use, clinical decision 

support, and local service planning. For example, it couldn’t be used to develop clinical 

dashboards for GM work programmes such as BECCOR. 

Restricted linkage flexibility: OpenSAFELY focuses on GP data and some linked datasets, 

but it doesn’t offer the same agility for linking to local bespoke social care, community 

services, acute trusts and mental health datasets. The longitudinal record developed in GM 

allows richer, more tailored linkage across systems. 

No patient-level operational feedback: OpenSAFELY is designed for population-level 

analytics. It doesn’t support individual patient tracking, care coordination, or service 

delivery—all of which are vital for integrated care systems (ICSs) and place-based planning. 

Governance and responsiveness: The GM ADSP allows local control over data 

governance, and responsiveness to urgent needs (e.g. outbreaks, service redesign), and 

alignment with local priorities. OpenSAFELY is centrally governed and slower to adapt to 

local nuances. 

The GM ADSP supports: 

Integrated care insights: Linking GP, acute, mental health, social care, and community 

data to understand patient journeys and service gaps. 

Operational intelligence: Real-time dashboards, risk stratification, and proactive care 

management. 

Strategic planning: Tailored analytics for local commissioning, workforce planning, and 

population health management. 

Research and innovation: Local data access and linkage for innovation partnerships, 

pilots, and evaluation beyond national constraints. 

The GM ADSP is looking to complement the OpenSAFELY platform with a local capability 

that meets different needs. Local records can still follow robust IG frameworks, use 

pseudonymisation, and align with national standards—while offering the responsiveness that 

OpenSAFELY cannot.  
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Appendix A (GMCR and Analytics platform data sharing matrix) 
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Appendix B 

What are the responsibilities of the parties in the Joint Controller Agreement (JCA)? 

 

A summary of the Participants’ responsibilities is provided in the table below. The details of their roles and responsibilities are more particularly 

set out in the Rules of Engagement attached in Annex 1 to this Appendix.  

The table below is provided at a high level for information only. In the event of conflict or ambiguity between the two, the Rules of Engagement 

shall prevail.  

Summary of Responsibilities (JCA) 

Participants Lead Controller 

Are responsible for the reliability, accuracy and 

completeness of data they contribute to the GM Care 

Record (GMCR). 

Provides central oversight and ensure overall compliance. 

Rectify any known data quality issues within their own 

systems.  

Manages IG processes, FOIA queries, Data Protection Impact 

Assessments and documentation. 

Inform the lead controller of data quality issues, disputes, 

or concerns affecting the GMCR. 

Liaises with Participants to coordinate and provide information for 

GM-wide Subject Access Request responses.  

Respond to Subject Access Requests about the data they 

themselves contribute.  

Investigates breaches (security or otherwise), misuse or disputes and 

determine corrective action. 

Ensure that staff access the GMCR appropriately, lawfully 

and on a need-to-know basis. 

May suspend or restrict Participant access if required during investigation 

or due to misuse.  

Ensure that staff receive appropriate training covering both 

the general principles and the specific operational 

requirements of the GMCR. 

Maintains compliance documentation and system-wide governance.  
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Notify the lead controller of breaches or risks save where 

the breach does not impact on the GMCR and/or the data 

held on it.  

Oversees the audit function related to requests for audit from 

participants and breach investigation.  

Update their own privacy notices to refer to GMCR and the 

Analytics Platforms and make additional communication 

materials available.  

Oversees communications, training, access governance and patient-

facing information.  

When possible, when in the presence of the relevant 

individual, inform them orally when they use the GMCR. 

Appoints providers and permits access to the GMCR and Data Analytics 

Platform to relevant third parties subject to appropriate governance 

whether by way of a data sharing agreement when access to GMCR is 

required (direct care) or by way of a data access agreement when access 

to the data analytics platforms is required. 

Inform data subjects and apply opt-outs locally and 

implement appropriate objections. 

Ensures system-wide implementation of opt-outs and governance. 

Nominate a key contact for dealing with queries regarding 

the GMCR. 
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While it is unlikely that a cost to individual data controllers will be incurred due to data processing related to the GM Care Record, below is a list of 

all the enforcement actions (which include fines) undertaken by the ICO in the last 3 years relating to health and care organisations.   

Time Data breach Action leading to the ICO enforcement action Enforcement action 

undertaken by ICO 

Link for more 

information 

September 2025 Refusing to respond to a 

subject access request 

Director of a care home found to have blocked, 

erased, or concealed records held to prevent the 

information being disclosed. 

£1,100 fine and additional 

costs of £5,440 after 

being found guilty 

Link here 

March 2025 Failure to implement 

appropriate technical 

measures 

Hackers accessed certain systems of Advanced’s 

health and care subsidiary via a customer account 

that did not have the appropriate technical and 

organisational measures in place to keep its health 

and care systems fully secure prior to the 2022 

incident – including gaps in the deployment of 

MFA, a lack of comprehensive vulnerability 

scanning and inadequate patch management. The 

cyber-attack was widely reported at the time, with 

reports of disruption to critical services such as 

NHS 111, and other healthcare staff unable to 

access patient records.   

Monetary penalty - 

£3.07m – issued to the 

system supplier 

Link here 

December 2024 Failing to respond to SARs NHS Trust failed to respond to 32% of SARs within 

statutory timeframe 

Reprimand Link here 

March 2024 Failing to respond to SARs NHS Trust failed to respond to 59% of SARs within 

statutory timeframe 

Reprimand Link here 

https://ico.org.uk/action-weve-taken/enforcement/2025/09/jason-blake/
https://ico.org.uk/action-weve-taken/enforcement/2025/03/advanced-computer-software-group-limited/
https://ico.org.uk/action-weve-taken/enforcement/2024/12/united-lincolnshire-teaching-hospitals-nhs-trust/
https://ico.org.uk/action-weve-taken/enforcement/2024/04/university-hospital-of-southampton-nhs-foundation-trust/
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December 2023 Failure to ensure staff were 

fully trained and prepared to 

deal with sensitive 

correspondence 

NHS Trust admin worker sent sensitive 

correspondence to the wrong address causing 

significant distress. 

Reprimand Link here 

November 2023 Unauthorised access Unauthorised individual was able to enter a 

Scottish NHS Trust ward and access the personal 

information of 14 patients 

Reprimand Link here 

 

October 2023 Failure to have adequate 

processes in place 

An NHS Trust failed to have adequate processes in 

place, especially when processing special category 

data, which resulted in referrals for out-patients’ 

appointments not being processed in a timely 

manner. In some cases, this led to delays of up to 

two years before medical treatment was arranged. 

Reprimand Link here 

July 2023 Sharing personal data via 

unauthorised means 

A NHS Trust team created a WhatsApp group and 

shared personal data relating to patients in their 

care including images, videos and screenshots.  

Another individual was added to the group in error. 

Reprimand Link here 

July 2023 Failure to process personal 

data in a manner ensuring 

appropriate security (integrity 

and confidentiality) 

Email relating to a Gender Identity Liaison Panel 

sent to 15 individuals using carbon copy (CC) 

rather than blind carbon copy (BCC). 

Reprimand Link here 

April 2023 Failure to process personal 

data in a manner ensuring 

appropriate security (integrity 

and confidentiality) 

An NHS Trust had a procedure in place that when 

issuing correspondence by 

letter would include the full postal address of other 

recipients of that 

letter without obtaining their consent to do so. 

Reprimand Link here 

https://ico.org.uk/action-weve-taken/enforcement/2023/12/south-tees-hospitals-nhs-trust/
https://ico.org.uk/action-weve-taken/enforcement/2023/11/nhs-fife/
https://ico.org.uk/action-weve-taken/enforcement/2023/10/university-hospital-of-derby-and-burton-nhs-trust-uhdb/
https://ico.org.uk/action-weve-taken/enforcement/2023/07/nhs-lanarkshire/
https://ico.org.uk/action-weve-taken/enforcement/2023/07/the-patient-and-client-council/
https://ico.org.uk/action-weve-taken/enforcement/2023/04/university-hospitals-dorset-nhs-foundation-trust/
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March 2023 Failure to process personal 

data in a manner ensuring 

appropriate security (integrity 

and confidentiality) 

An NHS Trust emailed 37 people likely to be 

accessing HIV services, inadvertently using CC 

(carbon copy) instead of BCC (blind carbon copy).  

Reprimand Link here 

March 2023 Failure to implement security NHSBT inadvertently released untested 

development code into a live system for matching 

transplant list patients with donated organs in 

August 2019 resulting in a delay for patients 

needing liver transplants. 

Reprimand Link here 

 

Reprimand definition - a written letter stating that the ICO believes an organisation has not complied with the GDPR. It is often accompanied by a list of reasons for the 

decision and recommended actions that an organisation should take. Sometimes a reprimand asks an organisation to report back to the ICO on steps they have taken to 

correct any non-compliance. 
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NHS GM has a requirement to establish a Population Health Management (PHM) platform which

includes primary and secondary care data as a minimum.

Within GM our PHM platform is know as the GM Analytics and Data Science Platform (ADSP).

This documentation sets out the legal basis to process GP data within the ADSP and in doing so

defines the following activities:

1. Direct care

2. Clinical Audit

3. Secondary uses

4. Population Health Management

5. Research

The document also describes when we will use clear, pseudonymised and anonymised data.

Introduction



The processing of GP data within the GMCR is underpinned by the following agreements which have 
been approved by GP Practices across GM: 

• GMCR Joint Controller Agreement – includes references to the flow of data into the ADSP

• Data Protection Impact Assessment – Direct Care 

• Data Protection Impact Assessment – Analytics & Data Science Platform (covers the creation of the 
Analytics Platform within the GMCR and sets out the approval process for extracting data from the 
platform e.g. into the ADSP)

The ADSP DPIA describes how the processing of GP data for health and care purposes complies with 
legislation such as UK GDPR, Data Protection Act 2018, Human Rights Act (HRA) 1998 and the 
Common Law Duty of  Confidentiality (CLDC)

GMCR and ADSP Governance 



The legal requirements of the CLDC are complex but personal confidential data can be shared in an 
identifiable form providing one of the following conditions are met: 

• Consent (Implied or Explicit)

• Robust public interest (i.e. prevention & detection of serious crime, protecting health & welfare) 

• Legal duty (i.e. safeguarding children/court order); or legal power supported by section 251 of the 
National Health Service Act 2006 and regulation 5 of the Health Service (Control of Patient Information) 
Regulations 2002.

In delivering individual care, it is reasonable and lawful to rely upon implied consent as the basis for 
sharing relevant information about their treatment and care needs with others involved in the delivery of 
their care (Information Governance Framework for Integrated Health and Care: Shared Care Records) –
Also referred to as direct care.

Any processing of data for purposes not directly concerned with the health or care of an individual 
falls outside direct care; implied consent can no longer be used as a valid legal gateway for such 
processing. As a consequence, the use of identifiable patient data within the ADSP for secondary use 
purposes can only be undertaken where we can demonstrate explicit consent, a robust public interest or 
where another legal duty/power exists.

Common law duty of patient confidentiality (CLDC)



Lawful basis for processing GP data in ADSP

Processing activity Legal Basis Type of data

Direct Care CLDC – implied consent
GDPR Article 6 1(e) public task, article 9 2(h) health and care

Identifiable e.g., NHS No, 
Name to support care

Clinical Audit CLDC – implied consent
GDPR Article 6 1(e) public task, article 9 2(h)  health and care

Identifiable e.g., NHS No, 
Name to support care

Secondary uses CLDC - demonstrate robust public interest OR
permitted under a statutory process that sets aside the duty of 
confidentiality - S251 via CAG approval. 
GDPR Article 6 1(e) public task, article 9 2(h)  health and care

Pseudonymised - patient 
re-id capability for direct 
care uses

Population Health Management – resulting 
in direct care for an individual

CLDC – implied consent
GDPR Article 6 1(e) public task, article 9 2(h)  health and care

Identifiable e.g., NHS No, 
Name to support care

Population Health Management – activities 
not resulting in direct care for an individual

CLDC - demonstrate robust public interest OR permitted under a 
statutory process that sets aside the duty of confidentiality - S251 
CAG approval. 
GDPR Article 6 1(e) public task, article 9 2(h)  health and care

Pseudonymised - patient 
re-id capability for direct 
care uses

Research CLDC - demonstrate robust public interest OR permitted under a 
statutory process that sets aside the duty of confidentiality - S251 
CAG approval. 
GDPR Article 6 1(e) public task, article 9 2(j ) research

De-identified e.g., no 
patient re-id capability



National Data Guardian Review

A clinical, social or public health activity concerned with the prevention, investigation and treatment of illness 
and the alleviation of suffering of individuals. It includes supporting individuals’ ability to function and improve 
their participation in life and society. It includes the assurance of safe and high-quality care and treatment through 
local audit, the management of untoward or adverse incidents, person satisfaction including measurement of 
outcomes undertaken by one or more registered and regulated health or social care professionals and their team 
with whom the individual has a legitimate relationship for their care (Appendix 2: Définitions - NHS Digital)

NHS Digital

Where data is used by health and care professionals to treat and care for individual patients e.g.,  make 
diagnoses and decisions about the patient's care NHS Digital

NHSE

A clinical, social or public health activity concerned with the prevention, investigation and treatment of illness 
and the alleviation of suffering of individuals. Secondary use data governance tool (england.nhs.uk)

Definition - Direct Care

https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document/appendix-2-definitions#a2-1-individual-or-direct-care
https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document/appendix-2-definitions#a2-1-individual-or-direct-care
https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document/appendix-2-definitions#a2-1-individual-or-direct-care
https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document/appendix-2-definitions#a2-1-individual-or-direct-care
https://digital.nhs.uk/services/national-data-opt-out/understanding-the-national-data-opt-out/individual-care-and-research-and-planning-uses-of-data
https://data.england.nhs.uk/sudgt/activities#individual-care


• Passing information from one care setting to another - for example when a GP refers a patient 
to a hospital for tests

• Local shared care records - put in place to help local health and care organisations share data 
with each other, for example to provide out of hours services or to improve patient safety when the 
patient is seen in different settings

• Population screening programmes - for conditions such as cervical and bowel cancer, which the 
UK National Screening Committee (UK NSC) has advised that the NHS should offer

• Risk stratification used for case-finding - when carried out by a provider involved in an 
individual's care e.g. Lung Health Checks, Long Term Condition Dashboards used by clinicians

• Local audit of the safety and quality of care - when carried out by the professionals and team 
responsible for the care of the patient

• Clinical dashboards used by health and care professionals for the prevention, investigation and 
treatment of illness and the alleviation of suffering of individuals

Examples - Direct Care 



National Data Guardian Review

The use of personal confidential data for local clinical audit is permissible within an organisation with 
the participation of a health and social care professional with a legitimate relationship to the patient 
through implied consent. For audit across organisations, the use of personal confidential data is 
permissible where there is approval under Regulation 5 of the Health Service (Control of Patient 
Information) Regulations 2002

Appendix 2: Définitions - NHS Digital

Definition – Clinical Audit

https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document/appendix-2-definitions#a2-1-individual-or-direct-care
https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document/appendix-2-definitions#a2-1-individual-or-direct-care
https://digital.nhs.uk/services/national-data-opt-out/operational-policy-guidance-document/appendix-2-definitions#a2-1-individual-or-direct-care


NHS England

Where data is used for purposes other than the individual care of the patient. Includes activities that 
contribute to the overall provision of services to a population as a whole or a group of patients with a 
particular condition. 

Examples

Health and Care Commissioning

• Planning and priority setting 

• Understanding our locality and neighbourhood populations

• Understand the usage of health and care services for specific population groups

• Health inequality analysis

• Identify gaps in service provision

• Redesign of care pathways for specific populations and clinical areas

• Monitoring and evaluate outcomes

Operational planning, service delivery and monitoring e.g., planning of vaccination programmes and service evaluation

Definition: secondary uses



NHSE

Population health is a strategic aim for integrated care systems (ICSs); to improve physical and mental health 

outcomes, promote wellbeing and reduce health inequalities across an entire population, with a specific focus on 

the wider determinants of health (things like housing, employment, education).

Population Health Management is a data driven approach to help commissioners and frontline teams understand 

current health and care needs and predict what local people will need in the future.

This means we can tailor better care and support for individuals, design more joined-up and sustainable health and 

care services and make better use of public resources.

National Data Guardian

Population health analysis or management activities that do not offer interventions to people are not 

individual care and cannot rely on implied consent – Letter to Integrated Care Boards, 1 November 2022

Definition: Population Health Management



UK Health Research Authority

‘Research’ means the attempt to derive generalisable new knowledge by addressing clearly defined 

questions with systematic and rigorous methods.

A key feature of research is that it is intentionally planned and designed using documented 
methodology which will allow results to be extrapolated or applied from the study sample to a larger 
population (transferrable).

Has clearly defined aims and objectives. The project seeks to answer a specific research question or 
questions.

Definition: research



Direct Care 

We rely on implied consent to make identifiable data available to health and care professionals providing direct care to individual patients. 

Population Health Management

We develop tools that support the planning and delivery of services for population groups. Where appropriate these tools will include patient re-id functionality to allows 

health and care professionals to provide direct care to individuals. 

Re-id functionality will only be available to health and care professionals directly involved in an individual's care.

A Confidentiality Advisory Group (CAG) approved Section 251 is in place to allow for the processing of data to render it pseudonymised. 

Secondary uses

Pseudonymised or anonymised data will be used for all secondary use activities including population health management, commissioning and research. 

Opt-outs – data will not be processed for patients who have recorded a national data, or a type 1 opt out. 

A Confidentiality Advisory Group (CAG) approved Section 251 is in place to allow for the processing of data.

Research – we use a de-identified data mart that prevents patient re-identification for approved research projects. 

Opt-outs – data will not be processed for patients who have recorded a national data, or a type 1 opt out. 

A Confidentiality Advisory Group (CAG) approved Section 251 and approval from the Health Research Authority’s (HRA) Research Ethics Committee (REC) are in place 

to process data. 

Summary
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