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Establish or 

confirm key 

contact or liaison

Request due 

diligence material 

from contact

Review due 

diligence material

Package as 

evidence for DPIA

DPIA for the whole 

project to GMCR 

Governance Groups 

for approval 

Why is this required?

As part of the project, the capability to access the Greater Manchester Care Record will be added to external systems supplied by yourselves. The GM 

Care Record is a collaboration of organisations which bring together health and care records from multiple sources; this was done by forging an 

agreement between all the data feeding parties to take responsibility for the information and how it is managed. With one organisation taking a 

leading role in this responsibility. 

As such these organisations must be supplied with the assurance that any organisation linked with the GM Care Record meets national standards and 

the standards set by the relevant organisations and governance groups managing the GM Care Record.
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What is Required?
Mandatory Items

Why?

Most organisations are required by law to be 

registered with the ICO this helps evidence 

that organisations will responsibly comply 

with Data Protection Legislation.

To be certain we ask for suppliers to provide 

this as complications can arise when 

attempting to find specific 

companies/systems on the public register 

(subsidiaries, legal entities, etc.)

How?

Either link to registration, provide reg. code 

or explain why an exemption applies.

Where?

https://ico.org.uk/ESDWebPages/Search - Is 

the public register

Data Security & Protection 

Toolkit (DSPT)

Why?

As mandated by NHS England (previously NHS 

Digital): Any organisation processing patient 

health data needs to have completed the 

DSPT to evidence that they comply with the 

necessary standards of security and 

information management.

It is a list of assurance and evidence items 

that must be completed annually.

How?

Either link to the organisation’s DSPT page 

or supply us with an ODS code provided by 

NHSE that we can use to accurately check.

Where?

https://www.dsptoolkit.nhs.uk/Organisatio

nSearch - Is the public register

Contract 

Information/Assurance

Why?

Contracts or similar often contain data 

protection clauses which hold organisations 

to terms of responsibility, secure 

information management and liability. 

It is typical of due diligence checks to be 

certain these are in place and suitable.

This could be collected from the pharmacies 

but will ease the burden of collecting and 

reviewing large amounts of contracts.

How?

Either provide assurance that this is 

managed under a standard NHS contract or 

supply relevant sections or all of the 

contract for review. 

In the instance of supplying multiple 

pharmacies then standard templates will be 

accepted. 

https://ico.org.uk/ESDWebPages/Search
https://www.dsptoolkit.nhs.uk/OrganisationSearch
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Criteria (DTAC)
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What would provide extra assurance?
Non-Mandatory Items

Why?

The DTAC brings together legislation and good 

practice in these areas. It is the national baseline 

criteria for digital health technologies entering 

and already used in the NHS and social care.

The DTAC is designed to be used by healthcare 

organisations to assess suppliers at the point of 

procurement or as part of a due diligence process, 

to make sure digital technologies meet our 

minimum baseline standards. For developers, it 

sets out what is expected for entry into the NHS 

and social care.

How?

An assessment document that is prepared in 

advance of supplying a system and provides a wide 

range of assurance above and beyond DSPT.

Where?

https://transform.england.nhs.uk/key-tools-and-

info/digital-technology-assessment-criteria-dtac/

ISO27001

Why?

The international standard for information 

security, this framework requires 

organisations to identify information security 

risks and select appropriate controls to 

tackle them. 

It is considered to be a globally respected 

standard for providing assurance and often 

feeds into similar assessments such as DTAC 

and the DSPT.

How?

Certification is provided to organisations 

that have undertaken it. 

Cyber Essentials (NCSC)

Why?

Provided by the National Cyber Security 

Centre this is considered to be a basic 

standard that provides evidence that your 

organisation is protected against the most 

common cyber attacks, assuring other 

organisations that you can keep their 

information safe. 

How?

Certification is provided to organisations 

that have undertaken it. 

https://ico.org.uk/ESDWebPages/Search
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As part of the 

onboarding phase 

the key technical 

activities required 

to enable access 

are:

Creation of any new SSO 

role accounts - potentially 

a minimum of 1 account 

per Pharmacy.

Remote support session 

per Pharmacy to configure 

the access (Pharmacy 

User must have full access 

privileges or this will need 

to be coordinated with the 

PMR Supplier if this 

configuration needs to be 

managed by the PMR 

Supplier).

Testing post configuration 

will be limited to the 

Pharmacy User involved in 

the remote support 

session.

Onboarding 
Process
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• How many PMR system roles exist (e.g Pharmacist, Pharmacy Technician, Dispenser)?

• Is access to PMR driven by SMART Card, or can users logon manually with username and password credentials?

• Is IT Support provided entirely by the PMR Supplier or a separate 3rd Party IT Supplier (User Support once Live will be Desk-Desk)? 

• Do you use a static IP? IP addresses will need to be whitelisted by Graphnet where required (Titan, RXWeb, Positive Solutions, 

Proscript have already been whitelisted as part of the Bolton locality project).  

• Do we need one SSO per pharmacy or one system-wide SSO (Individual site software instance or enterprise-wide instance across 

multiple sites) ?

• Configuration access management (Super User, PMR Supplier, 3rd Party IT Supplier).

Further to the development of the SSO, we will need to onboard pharmacies using your 

system. There are a number of ways we can approach this, and we will work in 

collaboration with providers to find the most appropriate method.

Onboarding

Individual 

Pharmacies 

Centrally by 

PMR

PMR IT 

Supplier
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APPLICATION 

SERVER

SOURCE 

APPLICATION 

BROWSER

GRAPHNET SSO 

SERVICE API 

ENDPOINT

GRAPHNET 

CARECENTRIC 

WEB ENDPOINT

USER

Login request

Authorisation token request

Token returned

Token consumed

Login successfulCareCentric embedded 

displayed

•icons by Icons8

Authentication process

Token journey

Login success/display

Pharmacy SSO

https://icons8.com/
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APPLICATION 

SERVER
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Authentication process

Token journey

Login success/display

•icons by Icons8

FIREWALLS & 

SECURITY

Outbound connections must be 

permitted by any outbound 

firewalls or security policies.

GRAPHNET 

APPLICATION 

GATEWAY

Inbound connections protected by 

whitelisting rules, only permitted IP 

addresses or ranges are permitted to 

access.

https://icons8.com/
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Test URL access to the Test and Live 
system

(can you view the login screen, via the links below?)

https://gm-carerecord-
test.grhapp.com/

https://gm-carerecord.grhapp.com/

If the login screen cannot be 
reached, IP whitelisting will be 

required. 

The Organisation/Supplier will 
need to provide their external 

internet IP addresses to 

Graphnet for whitelisting.

The Organisation/Supplier may also be 
required to allow outbound access to the 
Graphnet CareCentric URLs. Connectivity 
between application servers and/or client 
machines will also need to be considered. 

Any local access controls will need to allow the 
URLs provided through any security/firewall 

controls. 

The following tasks will need to be completed to fully test access to the CareCentric
system environment.

Connectivity Checklist and Tasks

Test URL 

Access

IP 

Whitelisting
Outbound 

Firewall

https://gm-carerecord-test.grhapp.com/
https://gm-carerecord.grhapp.com/
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The URLs provided must be added as 
trusted sites in any browser settings.

The Organisation/Supplier will need to configure 
their test systems to connect to the CareCentric Test 

instance. 

Connectivity between application servers and/or 
client machines will also need to be considered.

Please contact the Graphnet team above at this point 
as you will require the SSO username and password 

for the Test environment.

Once access to the Test system via the SSO has been 
established and confirmed, planning can be 

undertaken to configure the live system’s SSO 
connection to the CareCentric Live instance. Please 

note you will require new SSO credentials for the Live 
environment.

Connectivity between application servers and/or 
client machines will also need to be considered.

The following tasks will need to be completed to fully test access to the CareCentric
system environment.

Connectivity Checklist and Tasks

Trusted Site 

List

SSO Test 

Connection
Plan Go 

Live
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Would it 
work if…?

What if 
we…?

What 
happens 
when…?

Can I…?

Could it…?

How do 
we…?

Do we 
need…?

Q & A with 
Graphnet
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May Jun Jul Aug Sept Oct Nov Dec Jan 

Phase – 1 – PMR SSO

Phase - 1 GO Live

Phase – 1 Onboarding

Phase – 2 – PMR SSO

Phase - 2 GO Live

Phase – 2 Onboarding

Phase – 3 – PMR SSO

Phase - 3 GO Live

Phase – 3 Onboarding

Timescales
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Agreement -

Phase Allocation, 

Funding Support 

& Project Site

End April

SSO Development 

& Information 

Governance 

Requirements

May onward subject 

to phase.

Onboarding

July onward subject 

to phase.

Mike Crowther – Project Manager 

mike.crowther@healthinnovationmanchester.com

07512306927

Kick Off Meeting – SSO 

Development Testing & 

Onboarding Specifics

Specific to each 

provider & subject to 

phase

Pharmacy Comms & 

Pharmacy IG 

Requirements

Subject to Phase

Training

July onward subject 

to phase.

mailto:mike.Crowther@healthinnovationmanchester.com


Thank you


