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Confidentiality / Document control

The materials contained in this document contain Confidential Information and Trade Secrets of
Graphnet Health Ltd including, but not limited to: proprietary formulas; marketing and
advertising methods; pricing information; financial information; ideas; concepts; processes and
other information relating to the business of Graphnet Health Ltd.

Confidential information may also include material non-public information that may not be
further disclosed or used except in strict compliance with this confidentiality provision and all
relevant UK, EU and/or other applicable national commercial, confidentiality or securities laws.

Recipient of this document shall maintain the confidentiality of the Confidential Information and
Trade Secrets contained herein and shall not release, publish, reveal or disclose, directly or
indirectly, such Confidential Information or Trade Secrets to any other person or entity without
first obtaining the prior written consent of Graphnet Health Ltd.

By retention of this and related documents, any recipient covenants that the Confidential
Information and Trade Secrets shall only be used for the purposes intended hereby and shall not
be exploited in any other manner. Any Recipient shall not make, or permit to be made, except
in furtherance of the express purposes intended hereby, any copies, abstracts, or summaries of
the material contained in this and related documents.

Graphnet Health Ltd retains title to this document, and, upon termination of the business
arrangement discussed hereby, Recipient covenants that it shall promptly return or destroy this
document and all documents associated therewith, whether prepared by the Recipient or
Graphnet Health Ltd, retaining only one copy of such documents as may be necessary to
document its decision with respect to proposed business arrangement.

© Copyright 2022, Graphnet Health Ltd
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Amendment record

Issue

— Version Date Actioned by | Description
Published | 1.0 14/06/2017 | Graphnet Published
Update 1.1 14/01/2020 | Qaez Anwar | Updated to new template. Included
new sections on Embedded Browser
Compitibility and Browser Cookie
Permissions
Update 1.2 19/11/2020 | Qaez Anwar | Updated supported browsers and
added section for v3 Acute
Update 1.3 01/03/2021 | Qaez Anwar | Updated supported browser details
for CareCentric v3
Update 1.4 01/07/2021 | Qaez Anwar | Removed support for Microsoft Edge
Legacy browser
Update 1.5 08/11/2021 | Justine Updated support for Internet
Taylor Explorer 11 browser
Update 1.6 24/03/2022 | Justine Added PHR as supported product
Taylor
Update 1.7 20/06/22 Justine Added disclaimer about disabling
Taylor Compatibility Mode, now IE is out of
support
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1 Introduction

This document specifies the current browser support for CareCentric and PHR.

2 Browser compatibility by product version

o For CareCentric, Compatibility Mode should be off for all browsers (unless specified
/ otherwise) and the site URL should be added to the list of Trusted Sites. For more
information, see CareCentric - Required settings for all browsers.

These settings are not required for PHR.

The number in the bracket for IE browser specifies the minimum supported version. For Edge,
Chrome and Firefox, CareCentric and PHR are tested against the latest supported version.

2.1 PHR

Microsoft Edge (Chromium)

Google Chrome

Firefox

IE11 (11.0.9600.18059 Internet Explorer 11) (Release 82 onwards) — until June 2022

2.2 CareCentric v3 Gateway

Microsoft Edge (Chromium)

Google Chrome

Firefox

IE11 (11.0.9600.18059 Internet Explorer 11) (Release 82 onwards) — until June 2022

2.3 CareCentric v3 Acute Gateway

e Google Chrome
e  Firefox
e |E11(11.0.9600.18059 Internet Explorer 11) (Release 82 onwards) — until June 2022

2.4 CareCentric v2 Gateway

e Google Chrome
e  Firefox
e |E11(11.0.9600.18059 Internet Explorer 11) (Release 82 onwards) — until June 2022

2.5 Embedded browsers / SSO

Third party systems wishing to launch CareCentric via Embedded SSO must ensure that their
browsers are compatible with their version of CareCentric.
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2.6 Deprecated browser versions

Microsoft has officially ended support and updates for the following legacy browsers. They are
no longer routinely tested and supported by Graphnet.

e IE11—from 15% June 2022

e  Microsoft Edge Legacy — from 9™ March 2021
e |E10-from 31% August 2017

e |E9 —from 315 August 2017

e |E8—from 315t August 2017
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3 CareCentric - Required settings for all browsers

For all browsers, including browsers embedded within third party applications,Compatibility
Mode should be off (IE/Edge) and the site URL should be added to the list of Trusted Sites.

3.1 Disabling Compatibility Mode (IE/Edge)

® Support for Internet Explorer ended in June 2022. This step remains in this guide for
reference only.

Issues have previously arisen with certain applications that pick up on default settings and
force the embedded browser window to run in Compatibility Mode. This is not supported. To
force Compatibility Mode to off, these steps can be performed on each PC:

1) Create the following Registry entry and value:
[HKEY CURRENT USER\Software\Microsoft\Internet
Explorer\Main\FeatureControl\FEATURE BROWSER EMULATION]

2) Add anew entry as type: DWORD 32 Bit

3) The entry name will be the name of your application. For example, for EMIS it will be
EmisWeb.exe.

4) Apply the value for this new entry as a Decimal, with values matching the browser
version in use on the machine, as per this guide:

https://msdn.microsoft.com/en-
us/library/ee330730%28v=vs.85%29.aspx?f=255&MSPPError=-
2147217396#browser _emulation

For example, if the machine is running IE11 then the value should be setto 11000.
This registry entry will force Compatibility Mode to off.

/0 Microsoft Edge should not be used in IE mode. Microsoft Edge is only supported in its
native mode.
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3.2 Adding Site URL as a Trusted Site

The screenshots below show how to add the site as a Trusted Site in Internet Options >
Security.

Internet Options ’ - Trusted sites X

General Security Privacy Content Connections Programs Advanced

) You can add and remove websites from this zone. All websites in
. this zone will use the zone's security settings.

Select a zone to view or change security settings.

@ ¢ vV O

Internet  Local intranet  Trusted sites Restricted sites Add this website to the zone:
https:/fwww.graphnethealth.com | | Add
Trusted sites
. . " Sites
4 This zone contains websites that you Websites:
trust not to damage your computer or .
your files. Remove

You have websites in this zone.

Security level for this zone
Allowed levels for this zone: All

Medium
- Prompts before downloading potentially unsafe content
= - Unsigned ActiveX controls will not be downloaded Require server verification (https:) for all sites in this zone

[ |Enable Protected Mode (requires restarting Internet Explorer) Close

Custom level... Default level

Reset all zones to default level

0K Cancel Apply

/’ For Firefox, add the site to the Allow list
For Chrome, add the site in Settings > Advanced Settings > Proxy Settings > Security >
Trusted Sites > Sites
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4 CareCentric v3 - Browser Cookie Permissions

/ This section is applicable to CareCentric v3 only.

A cookie domain permission must be added to client browsers to ensure cookies are allowed
for the address shearwatersystems.com. The screenshots show how to do this in Windows.

1) Select Internet Options > Privacy > Sites

Internet Options ? >

General Security Privacy Content Connections Programs  Advanced

Mever allow websites to request your Clear Sites
O physical location

Settings

Location

Pop-up Blocker
Turn on Pop-up Blocker Settings

InPrivate
Disable toolbars and extensions when InPrivate Browsing starts

oK Cancel Apply

2) Enter shearwatersystems.com into Address of website and select Allow.

Per Site Privacy Actions X

Manage Sites
€ 9 Youcan specify which websites are always or never allowed to use

g cookies, regardless of their privacy policy.

Type the exact address of the website you want to manage, and then click Allow
or Block.

To remave a site from the list of managed sites, select the name of the website
and click the Remove button.

Address of website:
Shearwatersystems com| | [ Biock |
Managed websites: |
Domain Setting Remove
Remove all
oK
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Per Site Privacy Actions *
Manage Sites
!_L' You can specify which websites are always or never allowed to use
ia; cookies, regardless of their privacy policy.
Type the exact address of the website you want to manage, and then click Allow
or Block.
To remove a site from the list of managed sites, select the name of the website
and click the Remove button.
Address of website:
[ | | Block
Managed websites:
Domain Setting Remove
shearwatersystems com Aways Allow Remave all
oK
Ky

Note: Browser cookie permissions can also be configured via Group Policies by local
System Administrators.
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5 PHR - Enable Cookies

Please enure that cookies are enabled in your browser before accessing PHR.
To enable cookies in Microsoft Edge:
1. Go to Menu (...) > Settings > Site permissions > Cookies and site permissions >

Manage and delete cookies and site data

2. Enable Allow sites to save and read cookie data (recommended)

Refer to the help for other browsers for information on how to enable cookies.
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6 Minimum Supported Screen Resolution

It is recommended that customers set their screen resolution to 1280 x 1024 for optimal
viewing.

Note: The minimum supported screen resolution is 1024 x 768. For CareCentric v2 and
/ CareCentric v3 Acute, collapsing the Document Tree is recommended at this resolution
for optimal viewing.

For SSO/Embedded users of CareCentric, the minimum supported screen resolution is 1280 x
1024. The window/screen space available to CareCentric for SSO/Embedded users must be at
least 1024 x 768 or some functionality may not be available.
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