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Confidentiality / Document control

The materials contained in this document contain Confidential Information and Trade Secrets
of Graphnet Health Ltd including, but not limited to: proprietary formulas; marketing and
advertising methods; pricing information; financial information; ideas; concepts; processes and
other information relating to the business of Graphnet Health Ltd.

Confidential information may also include material non-public information that may not be
further disclosed or used except in strict compliance with this confidentiality provision and all
relevant UK, EU and/or other applicable national commercial, confidentiality or securities laws.
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indirectly, such Confidential Information or Trade Secrets to any other person or entity without
first obtaining the prior written consent of Graphnet Health Ltd.

By retention of this and related documents, any recipient covenants that the Confidential
Information and Trade Secrets shall only be used for the purposes intended hereby and shall
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except in furtherance of the express purposes intended hereby, any copies, abstracts, or
summaries of the material contained in this and related documents.

Graphnet Health Ltd retains title to this document, and, upon termination of the business
arrangement discussed hereby, Recipient covenants that it shall promptly return or destroy
this document and all documents associated therewith, whether prepared by the Recipient or
Graphnet Health Ltd, retaining only one copy of such documents as may be necessary to
document its decision with respect to proposed business arrangement.
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Amendment record
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the ‘CareCentric Embedded SSO Browser
Requirements’ section

2.5 18/05/2018 ([Technical Author |Updated template
2.6 20/03/2020 |Qaez Anwar ‘General Access’ Mode added
2.7 22/07/2020 |Mike Hill Update includes content reordering, additional

information for Service Definition and
Walkthrough amendments

2.8 02/12/2021 S Latif /J Taylor Added information about new service
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assist developers
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1 Introduction

1.1 CareCentric

Graphnet specialises in the delivery of shared electronic health records across entire care
communities and of electronic patient records within single organisations.

Graphnet’s CareCentric solution is designed to support the delivery of integrated care services.
By providing access to a secure electronic health record, the CareCentric product suite allows
clinicians and care professionals to work safely and effectively across disciplines and
organisations.

CareCentric can help users in many care settings, with multiple benefits:

e Improved efficiency - a major reduction in time spent hunting for patient clinical
information

e Time and cost savings - immediate access to a complete, documented patient
record reduces the ordering of repeat tests or interventions

e Reduction in duplicate data entry - multiple feeds pass data into one record

e Less need to dispose of existing drugs and re-prescribe — clinicians have access to
medications history

e Reduced paper use - results, referrals, discharge letters, assessments and care
plans are all available on-line and therefore do not need to be printed and posted

e Increased patient safety

e Patient confidence - access to recent test results, medications regimes, existing
conditions and alerts and allergies means patients are being treated by staff with
full knowledge of their history

e Better planning of on-going care - GPs can view first-hand the treatment given to
their patients in a secondary care setting

CareCentric is a web or mobile application which can be accessed by authorised users from any
NHS location known to the system. The system uses comprehensive Role-Based Access Control
(RBAC) methodology and patient consent routines to ensure that access to data can be
carefully managed.

1.2 CareCentric Embedded SSO

CareCentric Embedded SSO allows third party systems to launch the CareCentric web
application (CareCentric version 3 or version 2) from within their own existing IT system via an
SSO connection. It provides direct and secure access to the up-to-date patient information held
in CareCentric, within patient context and without having to log on again.
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2 Technical overview
2.1 CareCentric Embedded

CareCentric provides a framework that allows third parties to launch and embed the
CareCentric web application within their own solution.

There are different levels of access to CareCentric available — see Access modes or
contact your Graphnet Account Manager for further details. The most common approach
is to launch CareCentric in patient context (Patient Record Access mode) to view specific
details held about the patient within the shared record. This User Guide describes how to
set up in this mode.

Patient Record Access in CareCentric provides access to the patient record landing page.
Any records accessed may require users to go through the Graphnet consent model if the
consent to view feature is enabled and requested. The consent model appears as a pop-

up within the landing page.

All activity carried out against the SSO framework is audited.

2.2 Patient record landing page

(CareCentric v3)

Heritage Female 21-May-1950 (70y) 234 5714999
Marjorie (Mrs) Sex Bom NHS No. A 3 Z v

MEDICATIONS RESULTS VITALS PROBLEMS

<« A B © rome Last synced at 16:11 PM

Care and Support Plans >

Care and Support Plan Review Contingency Plan Review

Revi

30-Mar-2019 R

alel 15-Apr2019

Res

Jenny Wren ble:  Nancy Billington

Role: Care Coordinator Role: Community Nurse

End of Life (EPaCCS) >

Diagnosis Dementia Current Gold Standard (GSF) Stage: Amber

Prognosis: Unstable / last months of life Yes

CPR Status: ~ Not for Resuscitation Dr June Whitson

End of Life (EPaCCS): Supporting Documents and Images

Allergies

Showing 1- 5of 26 items

Seafood Clatterbridge Cancer Centre
10-Feb-2016 Reaction:  Skin rash
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/' Note: The clinical data available to a user logging in via CareCentric Embedded SSO
depends on the system and user permissions that have been granted to that account and
any site-specific configuration.

2.3 High level technical flow

(——Graphnet - = -\
CareCentric 550 CareCentric

(" Framework DataStore

Authenticate User
{Usemame and Paszwnd)

1) Make a Request to Graphnet WCF
webse rvice with credentials to

obtain time sensitive Token ID
(Token ID consists of a Relative URL M a I

+ GUID)

‘Generate Token

2) Make a call to CareCentric using _ Werify Token and
BaselURL + TokenlID to launch _ f N
CareCentric WebApplication in :
Patient Context ~
CareC entric Web App
Patiernt Context View
\, SN J
_ 4

Third party systems that will launch CareCentric Embedded SSO from their application need to
authenticate and make a call to CareCentric. This consists of a two-part process, as illustrated
in the diagram above:

1. Authenticate and obtain a token ID from CareCentric’s Framework Windows
Communication Foundation (WCF) service (for more information, see
GenerateSsoToken).

2. Append the base URL of the service with the relative URL + token ID + user ID (for
more information, see Auditing and using service accounts). Navigating to this
URL will launch CareCentric in a browser.

2.4 Browser and display requirements
2.4.1 Browser support

CareCentric supports the latest version of the modern browsers. Specific versions of
CareCentric have been tested with specific releases of each browser. For more information
about browser support, see Graphnet Technote 40 - Browser Compatibility.
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2.4.2 Browser settings
e All browsers, including embedded web browser controls in third party
applications, must have Compatibility Mode set to OFF

e The CareCentric URLs must be added to the list of Trusted Sites

e CareCentric operates using TLS1.2 settings only

2.4.3 Display requirements

For SSO / Embedded users, the recommended screen space for viewing information is 1280 x
1024 (1280 x 768 as a minimum). Lower resolutions may result in unwanted scrolling.

2.4.4 Session requirements

Third party client machines must only open one session to the CareCentric website. Any
additional browser sessions to CareCentric must be closed before a new session is opened.

2.4.5 Supported date formats

Dates can be written in these formats (for example, when specifying a date of birth or a
document date):

e DD/MM/YYYY
e DD-MM-YYYY
e YYYY-MM-DD
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3 Development requirements

3.1 Account setup and credentials
When launching CareCentric Embedded, third party applications must have these ready:

e One or more system accounts

Best practice: If different levels of access to CareCentric patient data are required for
different third-party system users, Graphnet recommends setting up one system
account per level of RBAC access. These might include one or more of the following
CareCentric roles: Clinical Practitioner, General Practitioner (GP), Unscheduled Care,
Clerical, Social Care, Community, Mental Health.

If only one level of RBAC access is required, or if the source application is not able to
differentiate the roles in the source system and map them to CareCentric roles when
making the SSO call to CareCentric, use one system account for all Embedded SSO
users.

e Credentials to be included in the request so that the application can authenticate
securely with CareCentric and obtain an SSO token

This table lists the requirements for launching CareCentric. A Graphnet administrator or a
member of the Graphnet Operations team can provide the information required and set up an
account for each third-party system upon request. The administrator sets the RBAC roles and
system permissions for each system account - these govern the CareCentric functionality that
is made available.

Information Description

Base URL The URL for CareCentric

The token obtained as part of the SSO service (for more
information, see GenerateSsoToken) is appended to this
URL when making the second call to launch CareCentric.
For the purposes of development, a sandpit or test
environment URL can be used. Given that URLs change
from time to time and will often differ for live
environments, we strongly recommend our providers
make this a configurable field.

Account — User Name The user account in CareCentric with the relevant RBAC
controls and system permissions

Accounts can be created for individuals or, more typically,
a service account is created. If a service account is used,
Graphnet requires the actual user account ID to be passed
in the call for our auditing purposes. For more
information, see Auditing and using service accounts.

Account - Password The password of the user account being used to
authenticate with CareCentric
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Information Description

Test Patient Details A test patient record to launch in context

CareCentric has some test patient records to use and can
confirm the patient number of a suitable test patient.
Alternatively, Graphnet can create a test record in the
CareCentric system.

Tenancy ID The ID of the tenancy that provides the relevant
demographic data

CareCentric is a multi-tenant-based system that stores
demographic data from multiple sources. Each
demographic source has an associated tenancy ID. When
calling CareCentric in patient context, a tenancy ID is
required to perform a search against the correct patient
context.

Several organisations that feed data into CareCentric will
typically be assigned a tenancy ID they can use for
embedded access. Other organisations simply want access
to CareCentric data and have an NHS number for patient
identification. Those organisations will use CareCentric’s
default tenancy ID of 2’.

3.2 CareCentric Embedded SSO - services

3.2.1 GenerateSsoToken

When launching the CareCentric system, the GenerateSsoToken service is called. This service
issues and returns a token.

/" Note: The token is time limited to one minute and will expire after that time. If the token
has expired, a new token will be required to launch CareCentric. The token can be used only
once and any attempt to reuse the token will fail.

This service issues a time limited token ID in the form of a globally unique identifier (GUID). It
returns a relative URL intended to be appended to the base URL (as described in High level
technical flow)
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These parameters are available as part of the GenerateSsoToken service:
Field ‘ Description

patientNo Defines the Patient Number of the record to access

This field is of type string and is a mandatory field for launching in
patient context. See Obtaining a patient number for information on
obtaining this number from CareCentric.

If this is omitted, the user will be presented with CareCentric’s
patient search page on login, with limited access (will be subject to

RBAC).
documentType Used for legacy CareCentric systems. Set to null.
documentld Used for legacy CareCentric systems. Set to null.
userName This field is of type string. It is currently not used.

Set the field to ‘string.Empty’.

patientTenancyID Defines the tenancy in which to search in patient context

This field is of type int and applies to CareCentric v3 only.

If the tenancy ID is not known, set the field to ‘null’ (which defaults
to tenancy 2)

An example for obtaining a Token with a Tenancy ID:

var Token = SSOClient.GenerateSsoToken("TEST111111", null, null, string.Empty,
2);

3.2.2 Obtaining a patient number

A patient number is required if connecting to CareCentric Embedded SSO in patient context. If
the integrating system doesn’t have a patient number that matches to a CareCentric record, a
patient number can be obtained using any of these methods provided by the CareCentric
framework:

e GetPatientNumber

e GetPatientNumberFromNhsNumber (most commonly used)

e GetPatientNumberFromNhsNumberAndDob (available from release 3.144.0 of

CareCentric onwards)
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3.2.2.1 GetPatientNumber

GetPatientNumber returns a patient number using certain patient criteria, such as date of
birth, forename, postcode, sex, surname and tenancy ID (if tenancy ID is available).

An example of GetPatientNumber:

TestService.PatientCriteriaSso patientCriteria = new
TestService.PatientCriteriaSso() {TenancyId = 2, DoB=
DateTime.Parse("02/07/2020"), Forenames = "Forenames", PostCode = "PostCode", Sex
= "sex", Surname = "Surname"};

var PatientNumber = SSOClient.GetPatientNumber(patientCriteria);

3.2.2.2 GetPatientNumberfromNhsNumber

If an NHS number is available, this can be used to retrieve the patient number. The NHS
number is passed in with the CareCentric username (for RBAC checks) and the Tenancy ID (for
patient context checks).

An example of GetPatientNumberFromNHSNumber (v3) :

var PatientNo = SSOClient.GetPatientNumberFromNhsNumber("123 456 7890",

"UserName", 2);

An example of GetPatientNumberFromNHSNumber (v2) :

var PatientNo = SSOClient.GetPatientNumberFromNhsNumber("123 456 7890", "

UserName", null);

3.2.2.3 GetPatientNumberfromNhsNumberAndDob

(Available from CareCentric 3.144.0 onwards)

If both an NHS number and date of birth are available, they can be used to retrieve the patient
number. The NHS number and date of birth are passed in with the CareCentric username (for
RBAC checks) and the Tenancy ID (for patient context checks).

An example of GetPatientNumberFromNHSNumberAndDob:

var PatientNo = SSOClient.GetPatientNumberFromNhsNumberAndDob("123 456
7890","02/07/2020", "UserName", 2);
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3.2.3 Other services
3.2.3.1 GetDefaultTenancyld
Applicable for CareCentric v3

A user account in CareCentric v3 can have multiple tenancy IDs set against it, but only one
default tenancy for their account. This service can be called by passing in the system account
name to return the default tenancy ID assigned to the account.

An example of GetDefaultTenancyld:

var DefaultTenancy = SSOClient.GetDefaultTenancyId("UserName");

3.2.3.2 GetDocumentTypes

This service returns an array of all Document Types available for the user account to access. It
returns TypelD, TypelD Name(document description), document date and document

An example of GetDocumentTypes:

var DocumentTypes = SSOClient.GetDocumentTypes();

3.2.3.3 GetDocumentRecordsForPatient

Applicable for CareCentric v2

This service returns document instances that exist for a particular Document Type for a specific
patient number.

3.2.3.4 GetAllDocumentRecordsForPatient

Applicable for CareCentric v2

This service returns all the document records that exist for a patient on passing in the patient
number and tenancy ID null. This service can be used to query what Document Types are
available in order to view a specific Document Type.

3.3 Auditing and using service accounts

CareCentric requires the username of the person making the connection to CareCentric from
the source system to be supplied in the second part of an SSO call, where it is stored in the
CareCentric audit trail (for more information, see High Level Technical Flow).

Where a service account is used for the integration, the source system must supply an
‘AlternateUserName’ field, to identify the user, when consuming a token. This is then used for
auditing and reporting purposes.

© Graphnet Health Ltd 2023 Page 13 of 22 COMMERCIAL IN CONFIDENCE
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To supply an alternate username, it must be appended to the URL made in the second call, for
example:

/Gateway/Forms/SSORedirector.aspx?tokenld={0}&username={1}
Where username is passed as the ‘AlternateUserName’.

/# Note: This parameter is used for auditing and is not used for authentication/authorisation.
CareCentric will consume any username provided without validation and the responsibility of
passing the correct username, for the purposes of auditing, will be with the source application.

3.4 Development walkthrough

The following steps provide a development walkthrough demo to create a simple console
application that authenticates and generates an SSO token and launches CareCentric in a new
browser with the obtained CareCentric token.

7/ Note: All examples are given in C# and created using Visual Studio.

7/’ Note: Developers will have access to a WSDL file for reference when building the capability
to launch CareCentric embedded. The location of the WSDL file will be provided by Graphnet
Operations.

3.4.1 Add a Service Reference
In Visual Studio (development environment) create a new console app project.
Right click the References node in the solution explorer and click Add Service Reference.

Enter the CareCentric address for the WSDL in the Address field.

Add Service Reference ? .

To see a list of available services on a specific server, enter a service URL and click Go. To browse for available services,
click Discover.

Address:

https://sandpit.cloud.graphnethealth.com/Framewark/Services/SsoService svefwsdl ~|| Go Discover |=

Services: Operations:

Mamespace:

ServiceReferencel

Advanced... Cancel
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Click Go.

#" Note: The example uses this CareCentric address:
https://sandpit.cloud.graphnethealth.com/Framework/Services/SsoService.svc ?wsdl

This URL is for sample purposes only. Graphnet Operations will advise of the location of the
file.

Once the Service has been retrieved, set Namespace to a suitable name then click OK.

# Note: In this test, the service is called TestService

Add Service Reference 7 x

To see a list of available services on a specific server, enter a service URL and click Go. To browse for available services,
click Discover.

Address:
https://sandpit.cloud graphnethealth.com/Framework/Services/Sso5ervice.svc fwsd| || Go Discover |~
Services: Operations:

Namespace:

TestService

Advanced... Cancel

3.4.2 app.config

Open the project’s app.config. In the <client> section, change the name attribute of the
endpoint address for the service you just set up to SecureSsoService as shown below.

Before:

<client>
<endpoint
address="https://sandpit.cloud.graphnethealth.com/Framework/Services/SsoService.svc/SsoService"
binding="wsHttpBinding" bindingConfiguration="SsoService"
contract="TestService.ISsoService" name="SsoService" />
<endpoint
address="https://sandpit.cloud.graphnethealth.com/Framework/Services/SsoService.svc/SecureSsoSer
vice"
binding="basicHttpBinding" bindingConfiguration="SsoServicel"
contract="TestService.ISsoService" name="S505erviced" />
</client>
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After:

<client>
<endpoint
address="https://sandpit.cloud.graphnethealth.com/Framework/Services/SsoService.svc/SsoService”
binding="wsHttpBinding” bindingConfiguration="SsoService”
contract="TestService.IssoService” name="SsoService” />
<endpoint
address="https://sandpit.cloud.graphnethealth.com/Framework/Services/SsoService.svc/SecureSsoSer
vice”
binding="basicHttpBinding” bindingConfiguration="SsoServicel”
contract="TestService.IssoService” name=”—” />
</client>

3.4.3 program.cs

Under Main in program.cs, carry out these steps.

3.4.3.1 Add SSO base URL
Add the variable for the SSO Base URL:

string SsoEndpointBaseURL = “https://sandpit.cloud.graphnethealth.com/Gateway”’;

Important — The SsoEndpointBaseURL should not include a forward slash at the end of the URL.
This avoids a double slash when appending this to the tokenID — the tokenID will contain a
partial URL that forms part of the token and this is preceded with a forward slash.

3.4.3.2 Add SSO client entry
Add this variable:

var SSOClient = new TestService.SsoServiceClient(“SecureSsoService”);

Important — Graphnet recommends that applications always connect to CareCentric using SSL,
thus defining the ‘SecureSsoService’ endpoint configuration. Sometimes it may be necessary to
use the insecure endpoint for development purposes. This will be defined as ‘SsoService’.

3.4.3.3 Add account credentials

The system account credentials and secure password must be supplied when making a call to
generate a token. Add these as shown below — see Account setup and credentials for
information on how to get this information.

SSOClient.ClientCredentials.UserName.UserName
SSOClient.ClientCredentials.UserName.Password

“UserName”;
“CC Password”;

3.4.3.4 Specify tenancy

Add a variable for Tenancy ID as shown below. See Account setup and credentials for
information on how to get this information.

Int TenancyID = 2;
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3.4.3.5 Specify AlternateUsername

Add a variable for the ‘AlternateUsername’ (a unique ID in the source system that identifies a
person making the call to CareCentric). For more information, see Auditing and using service
accounts. This example uses AltUsrName as the value.

var AltUsrName = "AltUsrName";

3.4.3.6 Add step to obtain patient number

To obtain a patient number using an NHS number, add this step (changing NHSNo to the test
patient’s NHS number). For information on how to get test patient information, see Account
setup and credentials.

var PatientNo = SSOClient.GetPatientNumberFromNhsNumber ("NHSNo",
SSOClient.ClientCredentials.UserName.UserName, TenancyID);
Console.WriteLine("GetPatientNumberFromNhsNumber");
Console.WriteLine(PatientNo);

3.4.3.7 Generate an SSO token

Once a patient number is available, the next step is to generate a token using the
GenerateSsoToken service.

[GraphnetSsoToken GenerateSsoToken(string patientNo, string documentType, string
documentId, string systemAccount,int? patientTenancyId)]

Add these steps:

if (PatientNo != null)
{

var Token = SSOClient.GenerateSsoToken(PatientNo, null, null,
string.Empty, TenancyID);
Console.WriteLine("GenerateSsoToken");
Console.WriteLine(Token.Url);
}
else
Console.WriteLine("No Token Generated Press Any Key To Close");
Console.ReadKey();

For more information about GenerateSsoToken, see GenerateSsoToken.

3.4.3.8 Combine URL + token URL + username

Once the token has been generated, the next step is to combine SsoEndpointBaseURL, the
generated token URL and AlternateUserName.

Add these steps to the if statement:

var URL = SsoEndpointBaseURL + Token.Url + "&username=" + AltUsrName;
Console.WriteLine("SSO Token URL");
Console.WriteLine(URL);
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Typically, the Token.Url value returned looks like this:

/Gateway/Forms/SSORedirector.aspx?tokenld=b88b1887-1ac1-4f08-bb44-abf40149c12f

When joined with the SsoEndpointBaseURL and AlternateUserName from this example, the
URL looks like this:

https://sandpit.cloud.graphnethealth.com/Gateway/Gateway/Forms/SSORedirector.aspx?toke
nld=b88b1887-1ac1-4f08-bb44-abf40149c12f&username=AltUsrName

3.4.3.9 Launch browser

The final step is to launch a new browser session with the complete URL.

Add these final steps to the if statement:

Console.WriteLine("Press Any Key to Launch CareCentric");
Console.ReadKey();

System.Diagnostics.Process.Start(URL);

This launches the default browser with CareCentric’s URL passed in.

© Graphnet Health Ltd 2023 Page 18 of 22 COMMERCIAL IN CONFIDENCE




Graphnet @

Transforming Care

4 Access Modes

This section provides a reference with information about the modes in which CareCentric
Embedded SSO allows third party systems to launch the CareCentric web application (version 2
or version 3) from within their own solution.

Note: this User Guide mainly describes setting up the SSO Framework to launch CareCentric in
Mode 1 (Patient Record Access). Contact your Graphnet Account Manager if you want to
explore the other modes.

4.1 Patient Record Access (Mode 1)

Mode 1 Patient Record Access

CareCentric Version v3,v2

This level of access is by far the most common and recommended approach — it provides users
with direct access to a specific patient record within CareCentric. Users can view the data in
the specific patient record they have requested.

CareCentric v3 - provides access to the patient record landing page.

CareCentric v2 - allows a user to navigate the patient record Folder View

Any patient records accessed will require users to go through the Graphnet Consent Model if
consent to view is required. All activity will be audited.

/" Note: The clinical data available to a user logging in via CareCentric Embedded SSO
depends on what system and user permissions have been granted to that account and any
site-specific configuration.

4.2 General Access (Mode 2)

Mode 2 General Access

CareCentric Version v3, v2

This level of access provides users with the ability to launch CareCentric at the Patient
Search page and then navigate throughout the system in general. Authenticated users can
carry out functions such as Patient Search, view Worklists and use other system
functionality, based on RBAC permission settings.

NOTE: This mode must NOT be used from a patient context view

The benefit / use-case for this mode is when the user needs to search for patient records
which are not guaranteed to be directly available from the source system.
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Mode 2 General Access

CareCentric Version v3, v2

Any patient records accessed will require users to go through the Graphnet Consent Model
if consent is required. All activity will be audited.

/" Note: Availability of functions for a user depends on what system and user permissions
have been granted and any site-specific configuration.

The patients that can be searched and accessed by the SSO user via this General Access
mode are controlled by the Patient Group settings on the SSO system account being used.
Patient Group settings enforce the Legitimate Relationships/Legitimate Purposes between
patients and users (i.e. which patients a user is/ is not permitted to access).

For this access mode, a call can be made to the GenerateSSOtoken service with just the
system account credentials (name and secure password) - no patient number or tenancy ID
is required.

4.3 Patient Document Type Access (Mode 3)

Mode 3 Patient Document Type Access

CareCentric Version v2

This level of access provides users with the ability to launch a specific Document Type within
CareCentric v2. Users will only be able to view the content of the Document Type and will
not be able to navigate to other parts of the system or to other Document Types.

Any patient record Document Types accessed will require users to go through the Graphnet
Consent Model if consent is required. All activity will be audited.

# Note: Access to a specific Document Type will depend on the user being granted
permission to view the Document Type.

To connect to CareCentric to view a particular Document Type in the patient record, for
example an Integrated Care Plan, a patient number and Document Type is required.

/' Note: Document Types may also be viewed in CareCentric v3, where Document Types
are available and access is supported (depends on the configuration and is very rarely
applicable to v3 installations).
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5 FAQs

Q. How does the SSL handle multiple connections at a time via a System Account into
CareCentric?

SSL handles this as a certificate would for any web request. It is unaffected by the volume of
requests. IIS deals with this using a connection pool.

Q. Is there any limit on the number of users accessing CareCentric at once via the Embedded
SSO method?

Only in terms of capacity of the server hardware. There may be some licensing implications for
having several connections.

Q. How does the synchronisation of the patient from the third-party system work when they
log into CareCentric? Does it reference the NHS number?

CareCentric exposes a service for performing a patient search. It can take a selection of
demographic criteria. Generally, a few items including the NHS number are used. The system
needs to match one patient only. If it matches no or multiple patients, then an error is
returned.

Q. How are service accounts created to enable third party access via Embedded SSO

One or more service accounts should be created with the appropriate access levels for the
source system (dependent on the number of RBAC roles the source system is able to map to
CareCentric’s RBAC roles). Graphnet will create the service accounts for each third-party
system upon request and provide the required security details.

Q. Where does the Embedded SSO call hit?

An SSL URL address of the CareCentric Gateway will be required. This will be the URL address
of the particular installation wishing to SSO into and can be provided by Graphnet or by the
joint customer.

Q. How does the multi-tenancy system work?

If calling CareCentric v3, the tenancy ID must be passed in (if v2, null must be used). If a third-
party application fails to pass in the correct tenancy ID, wrong data may be returned. By
default, for CareCentric v3, a Tenancy ID of 2 is passed. If a client fails to pass a tenancy ID,
Tenancy ID=2 (Orglinks PDS) is used.
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5.1 SOAP UI

The Carecentric Embedded SSO framework functions with SOAP Ul calls. The following is an
example of a basic request:

<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:ns="http://www.graphnethealth.com/gateway/framework/2010/11">
<soapenv:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-
open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd">
<wsse:UsernameToken>
<wsse:Username>SomeUsername</wsse:Username>
<wsse:Password>SomePasswordd1234</wsse:Password>
</wsse:UsernameToken>
</wsse:Security>
</soapenv:Header>
<soapenv:Body>
<ns:GenerateSsoToken>
<ns:patientNo>TEST111111</ns:patientNo>
</ns:GenerateSsoToken>
</soapenv:Body>
</soapenv:Envelope>
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